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LCTNOO013: Proxicast IPSec VPN Client Example

This Technote applies to LAN-Cell models:

LAN-Cell 2:
LC2-411 (firmware 4.02)

CDMA:
1xMG-401
1xMG-401S
GSM:
GPRS-401

Minimum LAN-Cell Firmware Revision: 3.62(XF2).

Note for Original LAN-Cell Model (1XxMG & GPRS) Users:

The VPN configuration screens in the original LAN-Cell's Web GUI differ slightly from the examples in this
Technote. Please locate the corresponding parameter fields in the VPN Configuration section of the LAN-Cell's
user interface under VPN Rules (IKE). See also the LAN-Cell's User Guide for more information on VPN
configuration.

Document Revision History:

Date Comments
February 2, 2009 First release
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LCTNOO013: Proxicast IPSec VPN Client Example

Introduction

The Proxicast IPSec VPN Client is a low-cost, easy to use software VPN client application for Microsoft Windows.
A fully-function 30 day Evaluation Version of the software may be download from the Proxicast website:
http://www.proxicast.com/vpnclient/VPN_Client_Download.htm

This Technote documents how to use the VPN Configuration Wizards built into the LAN-Cell 2 and the VPN Client
for Windows to quickly create a secure remote access connection from a Windows PC to the LAN-Cell's remote
LAN devices.

The Proxicast VPN Client for Windows and the LAN-Cell can be configured for other IPSec settings depending
upon your requirements. Also, the Proxicast VPN Client for Windows is fully IPSec-standard compliant and can be
used to establish VPN tunnels to many other vendors’ IPSec devices. Please consult the LAN-Cell User’'s Guide
and the Proxicast IPSec VPN Client for Windows User’s Guide for more information.

This Technote is for illustration purposes only.

Example Network Topology

Remote Device

PC Proxicast
Running Proxicast LAN-Cell 2
VPN Client Software Cellular Router
VPN Tunnel

Figure 1: Example Network Topology

Usage Notes

e This example was created using the Proxicast IPSec VPN Client for Windows version 4.51.001 and
LAN-Cell 2 firmware version 4.02(AQP.3).

e When configuring a VPN connection, it is helpful to have the LAN-Cell and your target PC/equipment
physically near each other so that you can view the configuration and logs of each device while testing.

e Inthis example the LAN-Cell has a static WAN IP address. If your LAN-Cell has a dynamic IP address,
the same configuration is possible by replacing the static IP address with a fully qualified dynamic DNS
name (FQDN) such as myrouter.dyndns.org (see the Advanced->DNS->DDNS screen).

e Your PC and any intervening firewalls must be configured to allow IKE (UDP:500) packets to flow
between your PC and the LAN-Cell in order for the IPSec tunnel to be negotiated. If there is a NAT router
between your PC and the Internet, you may need to enable NAT-Traversal (NAT-T) on both the LAN-Cell
and the VPN Client software.

e This example demonstrates a Single Address VPN connection to a remote subnet via a VPN Tunnel
(LAN-Cell's LAN subnet). The Proxicast VPN Client is not capable of making “site-to-site” tunnels that
interconnect two different subnets. The LAN-Cell does support site-to-site VPN tunnels with all of the
leading IPSec-compliant VPN routers/concentrators such as Cisco, Juniper, SonicWall, ZyXEL, etc.
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LCTNOO013: Proxicast IPSec VPN Client Example

Example LAN-Cell Configuration

The LAN-Cell 2 includes a VPN Wizard feature to step you through the process of creating basic VPN connection
rules and network definitions. We will use the VPN Wizard to create the Proxicast VPN Client connection
parameters on the LAN-Cell 2. To reach this screen, select SECURITY then VPN Wizard from the left side menu
(Figure 2).
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HOME

NETWORK

WIRELESS

[ ]

SECURITY

Gateway Policy Propert

Marne I

ADYANCED il Gateway Policy Setting

LOGS

My LAK-Cel| joooo
MAINTENANCE

Remote Gateway Address IUUUU
LOGOUT

Mext

Figure 2: LAN-Cell 2 VPN Wizard

To begin the VPN Wizard, you must give the Gateway Policy a descriptive Name. (See Figure 3).

If your LAN-Cell has a static WAN IP address assigned by your ISP or cellular operator, enter that value as the
My LAN-Cell address. Optionally you can enter a Dynamic DNS FQDN that is associated with your LAN-Cell’'s
WAN or you can enter 0.0.0.0 and the LAN-Cell will use its current WAN IP address. This value must match the
Remote Gateway parameter in the Proxicast VPN Client.

For the Remote Gateway Address, enter 0.0.0.0. This will create a default rule that will accept VPN connections
from any remote IP address that presents the correct Phase 1 and Phase 2 parameters and keys. This
configuration provides the most flexibility when connecting remote Proxicast VPN Clients from multiple PCs.
Also, when the Proxicast VPN Client is used on a PC behind a NAT router, it does not present a consistent
source IP address during IKE negotiations, preventing the tunnel from being established if either the router’s
public IP or the Proxicast VPN Client’s private IP address is used as the Remote Gateway Address.

Note: If you want to restrict the IP address(es) that can establish a VPN connection using this default
global rule, you can add a CELL-CELL/LAN-Cell Firewall Rule to restrict IKE (UDP:500) traffic to a
specific IP address or range. See the LAN-Cell User’s Guide for more information on creating firewall
rules.
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LCTNOO013: Proxicast IPSec VPN Client Example

Gateway Policy Propert

Mamne [Prosicast WPN Clierts D
My LAN-Cell [165.139.37 157 —
Rernote Gateway Address |D.D.D.D

Figure 3. Gateway Policy Parameters

Next, we must create a Network Policy that defines which IP addresses (or subnets) will be used on each end of
the VPN tunnel. Figure 4 illustrates the correct settings for our example VPN tunnel.

Metwork Policy Propert:

V' Active
Mame |Remote Proxicast WPN Clierts
Metwork Policy Setting

Local Metwork  =zingle ¢ Range IP * Subnet
Starting IP Address | 192 ., 168 . 1, 0O h
Ending IP Address / Subnet Mask | 255 . 255 . 255 .0

Remoate Netwoark * single © Range IP © Subnet h
Starting IP Address [0 .0 .0 .o

Ending IP Address / Subnet Mask |

Back M

Figure 4. Network Policy Parameters
Be certain to check the Active option. You must also give the Network Policy a descriptive Name.
For the Local Network section, select the Subnet option and enter the LAN-Cell's current LAN subnet and mask.

Note that when specifying the subnet, the last octet is O for a full Class-C network (255 devices). For our example,
the subnet is 192.168.1.0 / 255.255.255.0

For the Remote Network, select Single Address as the type and enter an IP address of 0.0.0.0. This creates a
default rule that allows the remote VPN client to have any IP address that is not part of the LAN-Cell's subnet.
You can optionally specify the exact remote client IP address that you will assign to the Proxicast VPN Client.
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LCTNOO013: Proxicast IPSec VPN Client Example

Next, we define the IKE Phase 1 parameters that will be used to negotiate the initial VPN tunnel connection
between the Proxicast VPN Client and the LAN-Cell.

IKE Tunnel Setting (IKE Phase 1

Meqgotiation Mode @ Main Mode ¢ Aggressive Mode
Encryption Algorithm * pEs ¢ aEs [ 3DES
Authentication Algorithm " sHai ™ MDS

Key Group * pH1 © DHz

=4 Life Time 28300 (Seconds)

Pre-Shared Key [12345675

Back | hext

Figure 5: IKE Phase 1 Parameters

Figure 5 shows the default values for the IKE Phase 1 parameters. For our example, we will accept the default
values as they match the default IKE parameters in the Proxicast VPN Client.

The LAN-Cell and Proxicast VPN Client both support several different types of authentication, including X.509
digital certificates. However, it is easiest to configure the VPN tunnel with Pre-Shared Keys that are the same on

both the Proxicast VPN Client and the LAN-Cell. Enter a Pre-Shared Key that is at least an 8 character string.
Avoid non-alphanumeric characters such as dashes, underscores, asterisks, etc. In our example, the Pre-Shared

Key is 12345678.

IPSec Setting (IKE Phase 2

Encapsulation Mode * Tunnel © Transport

IPSec Protocal * Esp  aH

Encryption Algorithm * pes © aEs © 3DES © NULL
authentication Algorithm * sHa1 © MDS

Sa Life Time 25500 [Seconds)

Perfect Forward Secrecy (PFS) * mone © DHL  DHZ

Back | et |

Figure 6: IKE Phase 2 Parameters

The settings on this screen are the LAN-Cell defaults and do not need to be changed for our example. They
match the default Phase 2 configuration settings in the Proxicast VPN Client.
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LCTNOO013: Proxicast IPSec VPN Client Example

The VPN Wizard will now display a summary screen of all of the parameters you've entered for the VPN tunnel
(Figure 7). Review these values and go back through the Wizard if any changes are required. You may wish to
print this screen to document the LAN-Cell's VPN configuration parameters.

Gateway Policy Property
MNarme Proxicast WPM Clients

Gateway Policy Setting
My LAN-Cell 166.139.37 167
Remote Gateway Address 0.0.0.0

Metworle Policy Property
Active Tes
MName Remote Proxicast WPN Clients

Metworl Folicy Setting
Local Network

Starting IP Address 192.1658.1.0

Subnet Mask 255.255.255.0
Rermote Network

Starting IP Address 0.0.0.0

Ending IP Address M/ &

IKE Tunnel Setting (IKE Phase 1)
Authentication For Activating YPN
Authenticated By

User Mare

Password
MNegotiation Mode Main Mode
Encryption Algorithrn DES
Authentication algarithm MDS
Key Group DH1
Sa Life Time 26800 (Seconds)
Pre-Shared Key 12345678

IF=ec Setting (IKE Phase 2)

Encapsulation Mode Tunnel Mode
IPSec Protacol ESP
Encryption Algorithm DES
Authentication algorithm SHAL1
Sa Life Time 26800 (Seconds)
Perfect Forward Secrecy (PFS) Mane

Back | Finish
Figure 7: VPN Wizard Summary Screen

Click Finish on the summary screen to save the VPN configuration. The confirmation screen shown in Figure 8
will be displayed.

Congratulations, The WPN wizard configuration is complete,

Hawing WPM access problems?

1. Werfy your settings in this wizard,

2. If your wizard entries are correct, but still cannot access the Internet, then check that your ISP account is active and
that the settings vou entered in the wizard are correct,

3. If you still have problers, please contact custormer support.

Figure 8: VPN Wizard Confirmation Screen
Configuration of the LAN-Cell is now complete.

Click on the LOGS Menu, clear any existing entries, and then launch the Proxicast VPN Client for Windows
software.
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LCTNOO013: Proxicast IPSec VPN Client Example

Example Proxicast VPN Client for Windows Configuration

After starting the Proxicast VPN Client software for the first time (or by selecting the VPN Configuration/Config.
Wizard menu), the VPN Configuration Wizard is displayed (Figure 9).

VPN Client Configuration Wizard : Sti

¥PH tunnel parameters

What are the parameters of the VPN tunnel ?

Enter the follawing parameters for the %PH tunnel :

IP ar DMS public [extermal] address Imyrouter.dyndm.org
of the remote equipment

Freshared-key : I ””””””””

IP private [internal] address:l 192 0168 . 1 . 0
of the remate network,

< Brevious Cancel |

Figure 9: Proxicast VPN Client Wizard Step 1

The Wizard is pre-filled with a DNS Name of myrouter.dyndns.org. You must change this to the FQDN or static IP
address of your LAN-Cell. In our example, this is 166.139.37.167 (Figure 10).

Likewise, the default Preshared-key value in the Wizard is 12345678. Change this to the value entered as the
Preshared-key in the LAN-Cell’'s VPN Wizard.

The Private IP subnet of the remote network is pre-filled to the factory default of the LAN-Cell (192.168.1.0). If you
changed the LAN-Cell's IP address & subnet, enter the subnet value here.

Note this is the SUBNET ADDRESS of the LAN-Cell's private network, not the IP address of the
LAN-Cell. Typically you will have set the LAN-Cell to a Class-C subnet and will specify a “0” in the
last octet (In our example this value is 192.168.1.0 reflecting a subnet mask of 255.255.255.0).

VPN Client Configuration Wizard : Sti

¥PHN tunnel parameters
What are the parameters of the VPN tunnel 7

Enter the following parameters for the WP tunnel :

IF or DHS public [external) address : |1 BE.139.37.167 « —
of the remote equipment

Preshared-key : I ““““““““

IF private (internal] address : I 192 0168 . 1 . 0O
of the remate netwark

< Breviaus

Figure 10: Wizard Step 1 Example Values
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LCTNOO013: Proxicast IPSec VPN Client Example

Click the NEXT button in the Wizard to display the Configuration Summary screen (Figure 11).

VPN Client Configuration Wizard : Si x|

Configuration Summary
The configuration procedure is complated,

The turkel configuration iz comectly completed :

Tunnel name : LAN_Cell_1
Remate Equipment : Router or VPN gateway
IP or name of thiz equipment : 166.139.37 167

IP address of the remate network. : 192.168.1.0
Subret mask : 285.255.255.0

*t'ou may change these parameters anytime directly with the main interface.

< Previous Cancel |

Figure 11: VPN Client Configuration Wizard Step 2

Clicking the FINISH button displays the Proxicast VPN Client main Configuration Panel showing the Phase 1
(LAN_Cell_1) and Phase 2 (Tunnel_1) parameter sets created by the Configuration Wizard (Figure 12).

EiProxicast VPN Client i o ] JE |

Fle WPN Configuration  View Tools 2

ooicost e

@ Conzale

& FESiees — Configuring a %PM tunnel:
o y
<5 Connections |I| Right click on Corfiguration, and select 'Mew Phasel"
Eg Root Phazel specifies the IKE Kep negotiation parameters
=-S5 LAN_Cel_1
@ Tunnel_1 IE Right click on the selected Phasel and select "add Phaze2"

Phaze2 defines the IPsec securty parameters for a single
IPsec Tunnel

Any Phasel Configuration may contain several Phase2
Configurations.

|§| Click an "'Save and Apply*' to apply the changes pou made.

i | » Save &Apply |

l@ |\~"F'N ready |Tunne| &

Figure 12: VPN Client Configuration Panel

You are now ready to open a VPN Tunnel to the LAN-Cell. Select Tunnel_1 and click the Open Tunnel button on
the lower right side of the screen (Figure 13).
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LCTNOO013: Proxicast IPSec VPN Client Example

Proxicast VPN Client
Fle WPN Configuration  View Tools 2

ooicost e

Y

Phase2 (IPS
@ Conzale
{§ Farameters Mame ITunneI_‘I
% Connections WM Client address I o . o0 .0 .0
Eg Raot Address type ISubnet address j
E% LAM_Cel_1 Femote LAN address | 192 188 . 1 . 0O
o ':9:' ¢— Subnet Mask I RE . 2R 285 . 0
—ESP
EEREan lm P2 Advanced.. |
Authentication ISHA-‘I Vl Scripts |
Maode lm
[T PFS  Group INone 'l Open Turnel ﬁ—
i | » Save &Apply |
= |\~"F'N ready |Tunne| &

Figure 13: Opening a VPN Tunnel from the Configuration Panel

You can also open a tunnel from the Windows System Tray area of the Taskbar. Right click the red Proxicast
VPN Client Tunnel Status Icon and select Open Tunnel from the popup menu (Figure 14).

Save & Apply
Console
Connacton Panel
Configuration Panel

Quit

= AT

Figure 14: Opening a VPN Tunnel from the System Tray

While the tunnel is being established, you will see several status popups in the System Tray area (Figure 15).

Send Phasel 54

| RQ0QQQQQQ |

Send Phaze2 1D

000000004 |

Tunnel opened.

220000040

Figure 15: VPN Tunnel Progress Popups

——
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LCTNOO013: Proxicast IPSec VPN Client Example

Once the tunnel is established, the System Tray icon will turn green and the VPN Client status bar will indicate

VPN Tunnel Opened (Figure 16).

IE |\-"F'N Tunnel opened

|Tunne|

O BT . R

Figure 16: VPN Tunnel Progress Status Icons

You may also view and change the status of the tunnel using the Tunnels View (Figure 17) or Connections Panel
(Figure 18).

EaProxicast VPN Client o ]
Fle WPN Configuration  View Tools 2
proxicast” |
@ Congzole :'.
8 Parameters
e )
5 Connections Host | IP | tode I Crypto |
2 | AN_Cell_1-Tunnel_1-P2  1921681... Tunnel ESF DES..
=& Root m_— B
E---% LAM_Cel_1
@ Tunnel_1
Cloze Tunnel |
i | » Save & Apply |
= |\~"F'N Tunnel opened |Tunne| o]
Figure 17: Tunnels View
EaProxicast VPN Clie N =1 |

LAN_Cell_1-Tunnel_1

Tunnel apened.

LAM Cel ‘I-Tunnel... @ opened

Configuration. .. Close |

Figure 18: Connections Panel

——
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LCTNOO013: Proxicast IPSec VPN Client Example

On the LAN-Cell, you can observe the status of the tunnel using the VPN button on the Home Screen or the SA
Monitor tab under the VPN CONFIG menu (Figure 19).

¥PN Rules {IKE} ¥PMN Rules {Manual} SA Monitor Global Setting

Security Associations Table

Local Network Remote Network IPSec Algorithm
Rermote Pr0><|c:ast VPN 19z2.168.1.0/
n- Clients JEE 3EE 3EE 192.1658.0.33 Tunnel ESP DES--SHAL
Refresh | Dizconnect |

Figure 19: LAN-Cell SA Monitor Screen

— Page 11
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LCTNOO013: Proxicast IPSec VPN Client Example

Reviewing the VPN Tunnel Configuration Parameters

You can review and modify the VPN configuration parameters of the LAN-Cell by using the VPN Config option on
the LAN-Cell's left side menu (Figure 20).

—

v

proxicast’

S5A Monitor Global Setting

HOME YPN Rules (IKE) | YPN Rules {Manual}

1]

NETWORK

¥PN Rules

1]

WIRELESS

B

SECURITY Local Internet Remote

Neltwurk 4 . iTun w Nfl:-tworlk p

WPN Rules

ADVANCED @ Praxicast WPH Clignts 521166,139,37.167 € Dynamic EAE] Q‘EE?
g e Presisss U €7 19216810/ 255.255.255.0 (R} Any 5 F W iE

= Clients
MAINTENANCE
LOGOUT

Figure 20: LAN-Cell VPN Configuration Screen

LOGS

To view the network policies associated with each rule, click the [+] symbol to the left of the Gateway Policy. To
edit either the Network or Gateway Policy parameters, click the edit icon &’ on right of the corresponding line

(Figure 20).

Figure 21 shows the VPN Gateway Policy Edit screen.

—_— Page 12
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LCTNOO013: Proxicast IPSec VPN Client Example

Propert

Marme

™ MAT Traversal

|Proxicast wPN Clients

Gateway Policy Information

My La-Cell
+ My Address
" My Domain Name

@ Primary Remote Gateway

™ Enable IPSec High Availability
% Redundant Remote Gateway

|155139.37.157 (Comain Mame or IP Address)
(See DDNE)
[o0.00 (Domain Mame or IP Address)

| [Domain Mame or IP Address)

I™ Fall back to Primary Remote Gateway when possible

Fall Back Check Interval*

(180~86400 seconds)

*Fall Back Check Interval: The time interval for checking availibility of Prirmary Remote Gateway, IPSec S4 life time will be superseded by this value when

it is larger than this value,

Authentication Ke

* pre-shared Key
" Certificate
Local ID Type
Content

Peer ID Type
Content

[12345675
| J(See My Certificates)

Extended Authentication

™ Enable Extended Authentication
" sServer Mode

& Client Mode
User Mame

Password

(Search Local User first then RADIUS)

IKE Proposal

Megotiation Mode

Encryption Algorithm
Authentication Algorithrn

24 Life Time {Seconds)

Key Group

™ Enable Multiple Propasals

b

Associated Network Policies

Name

- Rermote Proxicast VPN Clients

Local Network Remote Network

255 255.295.0 €8> any gl ]

Cancel

Figure 21: Editing the VPN Gateway Policy Parameters

proxicast
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LCTNOO013: Proxicast IPSec VPN Client Example

Figure 22 shows the VPN Network Policy Edit screen.

vV active

Marme |Remote Proxicast WPN Clierts
Protocol 0

" Mailed-Up

™ allow NetBIOS broadcast Traffic Through IPSec Tunnel
™ cCheck IPSec Tunnel Connectivity I Log
Ping this Address |

Gateway Policy Information

% Gateway Policy Proxicast WPN Clients =

Yirtual Address Mapping Rule:
™ Active
Wirtual Address Mapping Rule: |
Type | =l
Private Starting IP Address |
Private Ending IP Address |

Wirtual Starting IP Address |
“irtual Ending IF Address

Local Network

m Address Type Subnet Address -
Starting IP Address | 192 . 168 . 1 . 0O
Ending IF Address / Subnet Mask | 285 , 255 . 255 .0

Local Port Start |0 End |0

Remote Network

sfg} Address Type Single Address  *

Starting IP Address [o .o .0 .0
Ending IF Address / Subnet Mask |

Rermnote Port Start |0 End |0

IPSec Proposal

Encapsulation Mode Tunnel -
Active Protocol ESP
Encryption Algarithm DES =

Authentication Algorithrn SHAT -
5S4 Life Time (Seconds) 28800
Perfect Forward Secrecy {(PFS) MONE

I Enable Replay Detection
™ Enable Multiple Proposals

Apply Cancel

Figure 22: Editing the VPN Network Policy Parameters
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LCTNOO013: Proxicast IPSec VPN Client Example

In the Proxicast IPSec VPN Client, you can review and modify the Phase 1 and Phase 2 parameters by selecting

the corresponding entry in the Configuration Panel as well as the Advanced button (Figures 23 and 24).

@ Console

838 Parameters

% Connections

4| | v

EiProxicast VPN Client =loix|

Fl= ¥PMN Configuration  View Toolks 7

pIoxicas

Mame |LAN_Cell 1
Interface IAny ﬂ
Fiemate Gateway |1 66.139.37 167

% Preshared Key I*Rxxxx,;x

Corfitr: Ixxxxxxxx

" Certificate Certificates [mpart... |

~IKE
E hryplioh IDES vl F1 advanced... |

Authentication IMDE 'I
Key Group IDH1 [768] 'I

Save &Apply |

lé |\~"F'N Tunnel opened

|Tunne| O

Figure 23: VPN Client Phase 1 Parameters

@ Conzale

8 Parameters

% Connections

EiProxicast VPN Client =1o]x|

Fle WPN Configuration  View Tools 2

proxicas

=& Root
5% LAN_Cel_t

®

< | I»

se2

Mame ITunneI_‘I

YPN Clientaddess | 0 . 0 . 0 . O

Address type ISubnet address ﬂ
Femote LAM address | 132 . 168 . 1 . O

SubnetMask | 255 . 265 . 255 . O

—ESP
Enciyption  |DES - F2 Advanced...

Authentication ISH.t‘-‘«-‘I 'l Scripts |
Mode lm

[~ FFS Group INone 'l Close Tunnel |
Save LApply |

l@ |\J'F'N Tunnel opened

|Tunne| @

Figure 24: VPN Client Phase 2 Parameters

——
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LCTNOO013: Proxicast IPSec VPN Client Example

Troubleshooting

The Proxicast LAN-Cell and the VPN Client software both have extensive error logging features. On the VPN
Client, problems during Phase 1 and Phase 2 are indicated in the popup status windows (Figure 25). You can
also open the Console window in the VPN Client prior to attempting a new tunnel connection (Figure 26).

.'.\'-.‘ Preshared Key mismatch.

doooooodd

Y Wwirong remate addr,

Qoooooogld

Figure 25: VPN Client Error Examples

&3 VPN Console ACTIVE (=1 ]

Save | Stop | Reset [KE |

20090201 232829 Default (54 LAN_Cell_1-Turne_1-P2) SEND phaze 2 Quick Mode [HASH][SA] [MOMCE][ID]ID] ;l
20090201 232829 Default [54 LAM_Cell_1-P1) RECY Informational [HASH] [MOTIFY] with INVALID_ID_IMFORMATION error
20090201 232829 Default (54 LAN_Cel_1-P1) RECY Informational [HASH] [DELETE]

20090201 232829 Default <LAM_Cel_1-F1> delsted

20090201 232829 Default message_recy: invalid cookie(s) BE8cE44003865319 dbacEE3204ffb3fa

20090201 232829 Default dropped message from 166.139.37.167 due to notification type INWVALID_COOKIE

20090201 232829 Default [SA <unknown:] SEMD Informational [MOTIFY] with INVALID_COOKIE eror

20090201 232845 Default IKE daeman iz removing Sas...

20090201 232850 Default Reinitializing IKE daeman

20090201 232851 Default IKE daemon reinitislized

20090201 232913 Default IKE daeman iz removing SAs...

20030201 232919 Default Reinitializing IKE daemon

20090201 2329149 Default IKE dacman reinitislized

20090201 232327 Default (54 LAN_Cell_1-P1) SEND phaze 1 Main Mode [SA] D] WD) [WID] D] VID]

20090201 232929 Default [S4 LAN_Cell_1-P1)RECY phase 1 Main Mode [S&][Y10] [A0]

20090201 232330 Default (54 LAN_Cell_1-P1) SEND phaze 1 Main Mode [KEY_EXCH] [MONCE]

20090201 232930 Default (54 LAN_Cell_1-P1) RECY phase 1 Main Mode [KEY_EXCH] [MOMCE]

20090201 232330 Default [S& LAN_Cell_1-P1) SEMD phaze 1 Main Mode [HASH][ID]

20090201 232930 Default [SA LAN_Cell_1-P1)RECY phase 1 Main Made [HASH][ID] [MOTIFY]

20090201 232930 Default phaze 1 done: initiator id 192.168.0.33, responder id 166.139.37 167

20090201 232330 Default [S4 LAN_Cell_1-Turnel_1-P2) SEMD phaze 2 Quick Mode [HASH][SA] [MOMCE] [ID]ID]
20090201 232330 Default (54 LAN_Cell_1-P1) RECY Informational [HASH] [MOTIFY] with INVALID_ID_IMFORMATION error
20090201 232330 Default [S4 LAM_Cell_1-P1) RECY Informational [HASH] [DELETE]

20090201 232330 Default <LAN_Cel_1-P1> deleted

20090201 232930 Default meszage_recw: invalid cookie(s) boa340(2c7F518A 79011657 dcE] ac2?

20090201 232930 Default dropped message from 166.139.37 167 due to notification type INVALID_COOKIE

20090201 232930 Default [SA cunknown:] SEMD Informational [MOTIFY] with INVALID_COQKIE eror

-

|Cunent line : 34 |max. lines : 10000

Figure 26: VPN Client Debug Console Messages

The most common issues when VPN tunnels fail to open are:
* Not clicking Save & Apply after making configuration changes.

* Not waiting approximately 30 seconds after a connection failure (or tunnel close) to allow both sides to
fully reset before reattempting to open a tunnel.

* Entering a Phase 2 VPN Client Address other than 0.0.0.0 which conflicts with the LAN-Cell's subnet.

e Entering a Phase 2 Remote LAN Address/Subnet that does not match the LAN-Cell’s subnet.

—_— Page 16
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LCTNOO013: Proxicast IPSec VPN Client Example

You can also view the LAN-Cell’s log after a connection attempt. Below are some common VPN-related error
messages from the LAN-Cell’s log:

Successful VPN Tunnel Creation:

Phase 1 Parameter Mismatch:

H

1 ggloféloszu—oz Rule [Remate Proxicast UPM Clisnts] Tunnel built successfully 54.3.147 160 166.130,37 167 IKE

R e The cackie pair is : 0xE93B3D99ABB4AELA / 0x2088ERD1EDICOCAD 24.3,147 160 166.139,37 167 IKE

5 |POUs-OE-UE adjust TOP MSS to 1390 166.139.37 167 24,3147 .160 IKE
04:42:49
2009-02-02 :

4 e Recv:[HASH] 24.3.147 160 166.139,37.167 IKE

S5 The caokie pair is : 0xE93B3DI9ABB4AELA / Nx208RERDIEDICOCAD 24.3,147 160 166.139,37 167 IKE

& gg?fé.ufg'uz Send:[HASH][SA][NONCEI[ID][ID] 166.139.37 167 24.3.147 160 IKE

O EER s e The cackie pair is : OxE93B3DIIABBIAELA / 0x2084EG01EDSCOCAD 166.139,37 167 24,3147 160 IKE
2009-02-02 . .

a 42140 Swap rule to rule [Remote Proxicast WPN Clients] 24.3.147.160 166.139.37.167 1KE

g [ROOS0E0e The cookie pair is : 0xE93B3DI9ABB4AELA / Dx208GEED1EDICOCAN 24.3.147 160 166.139.37.167 IKE

iy (R Start Phase 2: Quick Mode 24.3,147 160 166.139,37 167 IKE

T o The caokie pair is : 0xE93B3D99ABRAAELA / 0%2088E8D1EDICOCAD 24.3.147 160 166.139,37 167 1KE
2009-02-02 :

12 GO0O02 Recv:i[HASHI[SAIINONCEID][ID] 24,3.147 160 166.135,37.167 IKE

g [ The cookie pair is : 0xE93B3DI9ARBB4AELA / Dx203GEED1EDICOCAD 243,147,160 166,139,37.167 IKE

e[S Fhase 1 IKE SA process done 166.139.37.167 24.3.147 160 IKE

il The caokie pair is : 0xE93B3DI9ABB4AELA / Nx208RERDIEDICOCAD 166.139,37 167 24.3.147 160 IKE
2009-02-02

16 GO09°02 Send:[ID][HASHI[NOTFY: INIT_CONTACT] 166.139.37.167 24.3.147 160 IKE

iy Rt te The cackie pair is : OxE93B3DIIABBIAELA / 0x2084EG01EDSCOCAD 166.139,37 167 24,3147 160 IKE
2009-02-02 :

15 00202 Recv:[1DI[HASH] 24,3,147 160 166,139,37.167 IKE

1g [RO0S-0Z0Z The cookie pair is : 0xE93B3DI9ABB4AELA / Dx208GEED1EDICOCAN 24.3.147 160 166.139.37.167 IKE
2009-02-02 ,

2 | Send:[KEJ[NONCE] 166.139.37.167 24.3.147 160 IKE

2l The caokie pair is : 0xE93B3D99ABRAAELA / 0%2088E8D1EDICOCAD 166.139.37 167 24.3.147 160 1KE

2R (PUDEHTE-DE Recvi[KEIINONCE] 24,3.147 160 166.135,37.167 IKE
04:42:48

2 (et The cookie pair is : 0xE93B3DI9ARBB4AELA / Dx203GEED1EDICOCAD 243,147,160 166,139,37.167 IKE

g |EULEEUEEE Send:[SAIWIDIVID] 166.139.37 167 24.3.147.160 IKE
04:42:48

ol The caokie pair is : 0xE93B3DI9ABB4AELA / Nx208RERDIEDICOCAD 166.139,37 167 24.3.147 160 IKE
2009-02-02

2 | Recy:[SAIVIDIVID][VID][VID][VID] 24.3.147 160 166.139,37.167 IKE

By [ERt e The cackie pair is : OxE93B3DIIABBIAELA / 0x2084EG01EDSCOCAD 243,147 160 166.139,37 167 IKE
2009-02-02 )

28 4248 Recv Main Mode request from [24.3.147.160] 24.3.147.160 166.139.37.167 1KE

Time M
1 Sglufs—lug?—uz Send: [NOTFY:NO_PROP_CHOSEN] 166.139.37.167 24.3.147 160 IKE
z gglufs-luzz?-uz The cookie pair is : 0x917DCEB116521D04 / 0x56466BICSASIEDTD 166.139.37 167 24.3.147 160 IKE
2009-02-02 ,
3 4527 [SA] : Mo proposal chasen 24.3.147 160 166.139.37.167 IKE
2009-02-02 , - - :
e a5 27 [SA] : Rule [Proxicast WPN Clients] Phase 1 key group mismatch 24,3147 160 166.139.37.167 1KE
SR e it The cookie pair is : 0x917DCEB116521D04 / 0x56466B9C5AE96D70 24.3.147 160 166.139.37.167 IKE
6 32.0495'.05?'02 Recv: [SA][YID]VID]VID]VID][VID] 24.3.147 160 166.139.37 167 IKE
7 [ENOo 02 De The cookie pair is : 0x917DCEB116521004 / 1x56466B9C5ABIEDT0 24,3147 160 166.139.37.167 IKE
& Sglufs—lug?—uz Recy Main Mode request from [24.3.147.160] 24.3.147.160 166.139.37 167 IKE
2009-02-02 ) ; o
9 Dd:a5: 77 Rule [Proxicast WPN Clients] Receiving IKE request 24,3147 .160 166.139.37.167 IKE
10 [E0R-002 The cookie pair is : 0x917DCEB116521004 / Dx56466B9C5AB96D70 24.3.147 160 166.139.37.167 KE
—_— Page 17
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Compare the Phase 1 parameters on both the LAN-Cell VPN Gateway Policy Edit page and the Proxicast VPN
Client’'s Phase 1 page, in particular the Encryption, Authentication and the Key Group. Note: DH1 = DH768 and

DH2 = DH1024.

Incorrect ID Type/Content:

# | Message |  Source | _ Destination | Note |
2009-02-02 . : . .

1 44935 Rule[Proxicast WPM Clients] receives duplicate packet 24.,3.147 160 166.139.37.167 IKE

2 RO E0 The cookie pair is : 0x60900498ABEI7ES] / 0xBF49RBASCORDDL1FE 24,3147 160 166.139.37.167 IKE

9 Send:[HASHI[NOTFY:ERR_ID_INFQ] 166.139.37.167 24.3.147 160 IKE

4 gO0S 0202 The cookie pair is : 0x60900498ABEI7ESL / 0x6F49BASCORDDLLFE 166.139,37.167 24.3.147.160 IKE

5 330390229_02 [1D] : ID type mismatch. Local / Peer: IP / E-MAIL 24.3.147 160 166.139.37.167 IKE

5 s The cookie pair is : 0x60900498ABEI7ES] / 0xBF49RBASCORDDL1FE 24,3147 160 166.139.37.167 IKE
2009-02-02 : ; :

7 449,20 [ID] : Rule [Proxicast WPM Clients] Phase 1 ID mismatch 24.,3.147 160 166,139.37.167 IKE

3 [ e The cookie pair is : 0x60900498ABEI7ESL / 0x6F49BASCORDDLLFE 24.3.147.160 166.139.37.167 IKE

g 20050202 Send: [HASHI[NOTFY:ERR_ID_INFO] 166,139 37,167 24.3.147 160 IKE

Il e The cookie pair is : 0x60900498ABEI7ES] / 0xBF49RBASCORDDL1FE 166.139,37.167 24.3.147 160 IKE
2009-02-02 : : :

11 044920 [ID] : Rule [Proxicast WPM Clients] Phase 1 ID mismatch 24.,3.147 160 166,139.37.167 IKE

This error is commonly caused when the Local and Remote ID types and/or Content values are not the same on
each device. Check the P1 Advanced page on the Proxicast VPN Client to be sure that IP is selected. You can
also use E-Mail or DNS ID Types/Content as long as they match the corresponding settings on the LAN-Cell.
Remember that the Local and Remote values are relative to each device -- e.g. LAN-Cell Local = PC Remote.

Phase 2 Parameter Mismatch:

TimeA |  Message |  Source | Destination | Note |
1 33?591'.“52?'02 Send:[HASHI[DEL] 166.139.37.167 74.3.147.160 IKE
2 R The cookie pair is : 0x4 CO98EEFCEAATTES / 0x7052590351E2779C 166.139,37.167 24.3.147.160 IKE

2009-02-02
9 |t Send:[HASH][MOTFY:NO_PROF_CHOSEN] 166.139.37.167 24.3.147.160 TKE
4 [o0902-02 The cookie pair is | Ox4 CO9888FCEAATIES / 0x7052590351E2779C 166,139,37.,167 24.3.147.160 IKE
0 et [54] : Mo proposal chosen 24,3147 160 166.139.37.167 IKE
5 [l The cookie pair is : 0x4C09886FCEARISES / 0x705259D3S1EZ7TIC 24.3.147.160 166.139.37.167 IKE
2009-02-02 . .
7 04:51:57 Swap rule to rule [Remote Proxicast YPN Clients] Z24.3.147 160 166.139.37.167 IKE
I e The cookie pair is : 0x4 CO98EEFCEAATTES / 0x7052590351E2779C 24.3,147 160 166.139,37 167 IKE
3 ee” Start Phase 2: Quick Made 24.3.147 160 166.139.37.167 IKE

Similar to a Phase 1 proposal error, this indicates that the Phase 2 parameters do not match. Check the
LAN-Cell's VPN Network Policy Edit page settings against the VPN Client's Phase 2 settings.

—
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Frequently Asked Questions

Q: Can more than 1 Proxicast VPN Client PC make a VPN connection to the LAN-Cell at the same time?

A:

Yes. The configuration shown will permit up to 5 simultaneous clients to establish VPN tunnels with the
LAN-Cell 2 at the same time. You can either create 1 default rule (as in this example) or 5 specific rules, one
for each remote computer (using specific VPN Client IP addresses). The LAN-Cell 2 supports 5 simultaneous
VPN tunnels; the original LAN-Cell Mobile Gateway supports 2 VPN tunnels.

: Can the Proxicast VPN Client PC make VPN connections to more than 1 LAN-Cell at the same time?

A: Yes. Simply re-run the Configuration Wizard in the VPN Client software and enter the information for each

additional LAN-Cell.

Q: Can I create a VPN tunnel to a LAN-Cell that has a dynamic IP address?

A: Yes. The Proxicast VPN Client software supports a fully qualified domain name (FQDN) as a remote gateway.

You must first create a host and domain name using a Dynamic DNS Service (such as DynDNS.com) and
configure the LAN-Cell to update the DDNS name every time the LAN-Cell's public WAN IP address changes.

See the ADVANCED->DNS->DDNS screen in the LAN-Cell 2 as well as the LAN-Cell User’s Guide for more
information.

Q: Can the LAN-Cell initiate the VPN tunnel connection?

A: Not with the configuration shown in this example. The LAN-Cell can initiate a VPN tunnel if it knows the

address (or FQDN) of the remote gateway you want to connect with (in either site-to-site or client-to-site
mode). This example is strictly for remote client initiated VPN tunnels using a “default rule” approach.
However, the Proxicast VPN Client for Windows can act as a responder and open a tunnel initiated by a
LAN-Cell if both sides have been properly configured.

: Can | force the remote VPN user to enter a username & password?

A: Yes. This is called “Extended Authentication (X-AUTH)”. On the LAN-Cell, you must define a Username and

Password for the remote user on the SECURITY->AUTH SERVER->LOCAL USER DATABASE screen (or
define a link to a RADIUS server that is accessible on the LAN subnet). Next, edit the VPN Gateway Policy
settings to enable Extended Authentication in Server mode.

In the Proxicast VPN Client, click the Phase 1 Advanced Button and either enable the X-Auth Popup to prompt
the user for the username and password defined on the LAN-Cell prior to each connection, or enter the
username and password in the fields provided on the P1 Advanced screen. Note, the LAN-Cell does not
support Hybrid Mode.

HHH
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