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1. Introducing The Proxicast IPSec VPN Client

1.1. What is The Proxicast IPSec VPN Client ?

The Proxicast IPSec VPN Client is IPSec VPN software for all Windows versions that allows a PC to
establish a secure connection over the Internet to a LAN-Cell router or other IPSec-compliant device.
IPSec is the most secure way to connect to a LAN-Cell as it provides strong user authentication,
strong tunnel encryption with ability to cope with existing network and firewall settings.

Although designed for use with Proxicast LAN-Cell family of cellular routers, the Proxicast IPSec VPN
Client can be used to connect with many other vendors’ IPSec appliances. For example, the Proxicast
IPSec VPN Client can also serve as a user’s primary VPN connection to secure corporate networks
via IPSec VPN concentrators from Cisco, SonicWall, WatchGuard, and many others.

The Proxicast IPSec VPN Client is the result of many years of experience in network security and
Windows network driver development, as well as extensive research in related areas. The IPSec VPN
Client complements our range of network security products and like all our products is extremely easy

to use and to install.

1.2. The Proxicast IPSec VPN Client Features

\Windows versions

Win2000, WinXP 32-bit (incl.SP2), Windows Server 2003 32-bit, Windows
Server 2008 32/64-bit, Windows Vista 32/64-bit, Windows 7 32/64-bit,
\Windows 8 32/64-bit.

Languages

Arabic, Chinese (simplified), Czech, Danish, Dutch, English, Farsi,
Finnish, French, German, Greek, Hindi, Hungarian, Italian, Korean,
Norwegian, Japanese, Polish, Portuguese, Russian, Serbian, Slovenian,
Spanish, Thai and Turkish.

Connection Mode

Operates as a peer-to-peer VPN as well as "point — to — multiple" mode,
without a gateway or server. All connections types like Dial-up, DSL,
Cable, 3G Cellular and Wi-Fi are supported. Allows IP Range networking.
Can run in an RDP session (Remote Desktop connection).

Tunneling Protocol

[Full IKE support: IKE implementation is based on the OpenBSD 3.1
implementation (ISAKMPD), thus providing best compatibility with existing
IPSec routers and gateways.

[Full IPSec support:

- Main mode and Aggressive mode

- MD5 and SHA hash algorithms

- Change IKE port

NAT Traversal

INAT Traversal Draft 1 (enhanced), Draft 2 and 3 (full implementation)
- Including NAT_OA support

- Including NAT keepalive

- Including NAT-T Aggressive Mode

|Forced NAT-Traversal mode.

Encryption

[Provides several encryption algorithms:
- 3DES, DES and AES 128/192/256bits encryption.
- Support of Group 1, 2, 5 and 14 (i.e. 768, 1024, 1536 and 2048).

User Authentication

- X-AUTH support

- PreShared keying and X509 Certificates support. Compatible with
most currently available IPSec gateways.

- USB Token & SmartCard support

- Flexible Certificate support: PEM, PKCS#12. Certificates can be
directly imported from the user interface. Ability to configure one
Certificate per tunnel.

- Hybrid Authentication Method support.

Proxicast IPSec VPN Client - User Guide




Proxicast

Dead Peer Detection (DPD)

DPD is an Internet Key Exchange (IKE) extension (i.e. RFC3706) for
detecting a dead IKE peer.

Redundant Gateway

Redundant Gateway offers remote users a highly reliable secure
connection to the corporate network. Redundant Gateway allows The
Proxicast VPN Client to open an IPSec tunnel with an alternate gateway
in case the primary gateway is down or not responding.

Config Mode

"Config Mode" is an Internet Key Exchange (IKE) extension that enables
the IPSec VPN gateway to provide LAN configuration to the remote user's
machine (i.e. IPSec VPN Client). With Config Mode the end-user is able
to address all servers on the remote network by using their network name
(e.g. /lImyserver/marketing/budget) instead of their IP Address.

INOTE: Config Mode is not currently supported on Proxicast LAN-Cell
Gateways.

USB Stick

VPN configurations and security elements (certificates, preshared key,...)
can be saved into an USB Memory Stick in order to remove security
information (e.g. authentication) from the computer. Automatically open
and close tunnels when plugging in or removing USB Stick.

Smart Card and USB Token

The Proxicast IPSec VPN Client can read Certificates from Smart Cards
[to make full use of existing corporate ID card or employee cards that may
carry Digital credentials.

Log Console

All phase messages are logged for debugging purposes.

Flexible User Interface

Silent install and invisible graphical interface allow IT managers to deploy
solutions while preventing users from changing configurations.

Tiny Connection Panel and VPN Configuration Panel can be available to
end-users separately with Access Control.

Drag & drop VPN Configurations into the IPSec VPN Client.

Multiple keyboard shortcuts to easily navigate the IPSec VPN Client.

Scripts

Scripts or applications can be launched automatically on several events
(e.g. before and after a tunnel opens, before and after a tunnel is closed).

Configuration Management

User Interface and Command Line.
Password protected VPN configuration file.
Specific VPN configuration file can be provided within the setup.

Live update

Ability to check for online update.

Licensing

|Evaluation and Lifetime based Licensing is available.
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2. Installing The Proxicast IPSec VPN Client

2.1. Software Installation

The Proxicast VPN Client installation is a classic Windows installation that does not require VPN
specific information. After completing the installation, you will be asked to reboot your computer.
After reboot and session login, The Proxicast VPN window can be launched:

- from user desktop, by double-clicking on The Proxicast VPN shortcut
- from VPN Client icon available in the taskbar
- from menu Start > Programs > Proxicast > VPN Client> Proxicast VPN Client

Once launched, a window appears with several options:

- "Quit" will close this window and software.

- "Evaluate' allows you to continue software evaluation. Evaluation period left is displayed in the
orange bar.

- "Activate' allows you to activate the software online. This requires a License Number. When
clicking on the 'Activate' button, an Activation Wizard pops up.

- "Buy' allows you to go online and purchase a Software License from Proxicast’s online shop.

i Prowicast ¥PN Client x|

Software Activation

Welcome

{* | want to Activate the software " I want to Evaluate the software

Copy below your license number:

I | Evaluation period

expired.

Enter below your email:

I don't have a license:

)ﬁ Buy & licenze
A

Cuik | fexk = I

Caution: On Windows 2000, XP and Vista, you must have administrator rights, otherwise the
installation stops after the language choice with an error message.

Note: Software Installation can be customized with several command line parameter options.

A user might have restricted access rights on a given Windows computer. Here is what users can
have access to:

Actions Admin | Users
Software install yes no
Software activation yes yes
Software use yes yes

Proxicast IPSec VPN Client - User Guide
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To make it even easier, The Proxicast IPSec VPN Client creates new rules into the Windows Firewall
so that IPsec VPN traffic is enabled. Here are the Windows Firewall rules:

Vista Firewall Rule Name Action
tgbphasel authorize UDP 500
tgbphase? authorize UDP 4500

On other versions of Windows or PCs or networks running firewall software, these UDP ports may
need to be opened before The Proxicast IPSec VPN Client can make a connection to a remote
gateway.

2.2. Software Evaluation

It is possible to use The Proxicast IPSec VPN Client during the evaluation period (i.e. limited to 30
days) by selecting the 'Evaluate' option. When the IPSec VPN Client is in "Evaluation" mode, the
Register window appears at each start of the IPSec VPN Client.

During the Evaluation Period, the software has full functionality. Once the Evaluation Period expires,
'Evaluation’ option is no longer available and the software is disabled.

2.3. Software Activation

2.3.1. Software Activation Wizard

For use beyond the Evaluation Period, The Proxicast IPSec VPN Client software must be activated on
your computer. To use the same License Number on new computer, you need to un-install the
software on the previous computer — deactivation will be done automatically. The Software Activation
is a two step process which requires a License Number and an email address.

The 'Activation Wizard' can be launched from the VPN Client software as followed:
- Click on the 'Activate' button in the startup window when you start the VPN Client.
- Click on the "?' menu and then click on "Activation Wizard...".

2.3.2. Step 1 of 2: Enter License Number

Software Activation requires a License Number that is provided to you when a license is purchased.

Enter your License Number, your email address and click 'Next' as shown below:

Proxicast IPSec VPN Client - User Guide
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i Prowicast ¥PN Client x|

Software Activation

Welcome

{* | want to Activate the software " I want to Evaluate the software

Copy below your license number:

I 12345678901 234567590 Evaluation period

expired.

Enter below your email:

I user@mycompanty com|

I don't have a license:
_‘@ Buy & licenze

'

ik | Mexk = I

Note: The email address may not be required: IT Managers can force this value during the setup, then
it will not be displayed by the Software Activation Wizard. This feature can be used to centralize all the
Software Activation confirmation emails to a single email address.

2.3.3. Step 2 of 2: Online Activation

The 'Activation Wizard' will automatically connect to the online software activation server to activate
the VPN Client Software. You can go back at any time to change the License Number.

The 'Activation Wizard' will end with a successful Activation.

iS4 Proxicast ¥PN Client x|

Software Activation

Activation completed.

Software activation successful,

Moke: Activation can be cancelled on software uninskallation,
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Proxicast 10

2.3.4. Activation Troubleshooting

Errors may occur during the activation process. Each activation error is briefly explained on the step 2
activation window. The link "More information about this error" below the progress bar provides online
full explanations and recommendations on how to proceed next.

i Prowicast ¥PN Client x|

Software Activation

Activation not completed.

Activation Error 31: The license you entered doesn't exist,
Please click on 'Previous' and check the license you entered.

Moke: You can copy and paste the license number from the purchase email you
received,

'@' More information about this error

= Previous | ik I

Most errors encountered may be fixed by carefully checking the following points:

1. Check you entered the correct License Number (error 031).

2. The communication with our activation server may be filtered by a proxy (error 053 or error
054). You should configure the proxy in the step 1 of the Software Activation Wizard by
clicking the link at the bottom of the window.

3. The communication with our activation server may be filtered by a firewall (error 053 or
error 054). Check if a personal firewall or a corporate firewall is filtering communications.

4. Our activation server may be temporarily unreachable. Try to activate the software a few
minutes later.

5. Your License Number is already activated (error 033). Contact our sales team:
sales@proxicast.com.

All activation errors are detailed online on our support website: http://support.proxicast.com

2.4. Software Upgrades

Note: The VPN Configuration is saved during a Software Upgrade and automatically enabled again
within the new release.

Proxicast IPSec VPN Client - User Guide
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2.5. Software Uninstallation
The Proxicast IPSec VPN Client can be uninstalled:

- from Windows Control Panel by selecting 'Add/Remove programs'
- from Start Menu > Programs > Proxicast > VPN Client > 'Proxicast VPN Client Uninstall’

Your PC should have Internet access during the uninstall procedure so that your license key can be
returned to the license server for reuse on a new PC.

Proxicast IPSec VPN Client - User Guide
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3. Quick How To's

3.1. How To Setup a Tunnel to a LAN-Cell?

- Create a new Remote User IPSec VPN Rule on the LAN-Cell:
VPN Mode = Remote User
e Preshared Key = any 8+ character string

- In the Proxicast IPSec VPN Client, select ‘Wizard...’ from the ‘Configuration’ menu.
* |P address/DNS name of remote equipment = Public IP or DNS name of the LAN-Cell
» Preshared Key = 8+ digit character string set in LAN-Cell
* Private IP address of remote network = 192.168.1.0 (example)

Refer to Tech Note: Proxicast IPSec VPN Client Example on the Proxicast support web site for a
detailed explanation of how to configure these settings on both the LAN-Cell and VPN Client.

3.2. How To Open a VPN tunnel?

To open a tunnel (once a VPN configuration is set) do any of the following:
- Configuration panel: Double-click the desired Tunnel (or right mouse, then select Open Tunnel)
- Connection panel: Right mouse button, then Open Tunnel (or Ctl+O)
- SystemTray > click on 'Open Tunnel'
- If Automatically open this tunnel when VPN Client starts is selected, launch the software
- If Automatically open this tunnel on traffic detection is selected, access the remote LAN
- If Automatically open this tunnel when USB stick is inserted, insert a configured USB Stick
- Double click on a VPN Configuration (e.g. icon on desktop, email attachment)
- Use one of the Command line options allows to open or close tunnels

3.3. How To import with a double click on a VPN Configuration icon?

Also known as 'Dial up mode': A tunnel may be opened via a double-click on a VPN Configuration file
(i.e. extension ".tgb' file). This feature enables you to create various VPN Configurations on the
windows desktop, and to open tunnels by clicking on VPN Configuration shortcut icons rather than
launching the Proxicast IPSec VPN Client directly.

To create a VPN Configuration shortcut icon on the desktop:

Step 1: Configure the tunnel in 'Configuration Panel'

Step 2: In 'Phase2 Advanced Settings', configure the tunnel to 'Automatically open this tunnel
when the VPN Client starts'

Step 3: Export the VPN Configuration onto your computer desktop.

Note: You may protect the VPN Configuration with a password as it is exported. This
password will be required each time the tunnel icon is clicked on.

Proxicast IPSec VPN Client - User Guide
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4. Navigating the User Interface

4.1. User interface elements

The Proxicast IPSec VPN Client is fully autonomous and can start and stop tunnels without user
intervention, depending on traffic to certain destinations. However it requires a VPN configuration.

The IPSec VPN Client configuration is defined in a VPN configuration file. The software user interface
allows creating, modifying, saving, exporting or importing the VPN configurations together with
security elements (e.g. Preshared key, Certificates, ...).

The user interface is made of several elements:
- Configuration Panel
- Connection Panel
- Main menus
- System Tray Ilcon & Popup
- Status bar

=i Proxicast VPN Client -0 x|

Configuration Tools #

proxicast’

Save | apply |

E| YPM Configuration Authentication | &dvanced I Certificate |
[2] clobal Parameters
=N ] Lan_Cell Addresses
e ot Tunmel

Inkerface I.ﬂnv j

Remote Gateway I LaM-Cell-Public-IP-or-DDNS-Mame

Authentication

@ PresharedKey, | eseeeees

Confirm I LTI TTY T

™ Certificate

IKE

Encryption IDES 'l
Authentication IMDS ‘I
Key Group IDHI (768) ‘l

L8] | WPM Client ready | ||

4.2. System Tray lcon

The VPN Client user interface can be launched via a double-click on application shortcut icon
(Desktop or Windows Start menu) or by single-click on application icon in system tray. Once launched,
the VPN Client software shows an icon in the system tray that indicates whether a tunnel is opened or
not, using color codes. l

S LB 0@ 1109
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VPN Client application color codes:
Red icon: no VPN tunnel is opened
ﬁ Green icon: at least one VPN tunnel is opened

A left-button click on the VPN tunnel icon opens the configuration user interface.

@ Close 'Lar_Cell-Tunnel
2 Open 'LAN_Cel_2-Tunnel_2"

Console
Conneckion Panel
Configuration Panel

Quit

A right-button click shows the following menu:

- "Console' shows log window.

- "Connection Panel" opens the Connection Panel which enables to open, close and get
information about tunnels.

- "Configuration Panel" opens the main window. Tunnels can be opened or closed from this
menu as well.

- "Quit" will close established VPN tunnels, then stop the configuration user interface.

Tooltips over VPN Client icon shows the connection status of the VPN tunnel:
- "Tunnel <tunnelname>' when one or more tunnels are established
- "Wait VPN ready..." when the IKE service is reinitializing
- "The Proxicast VPN Client' when the VPN Client is up but with no opened tunnel.

4.3. System Tray Popup

A tiny popup coming out from the system tray icon shows up each time a tunnel is opening or closing.

1. The popup shows tunnel opening w/ different phases and disappears after 6 sec unless the mouse
is moved over.

Tunnel_1
Send Phazel S5&

Tunnel_1
Send PhazeZ D

| boocoooood |

Tunnel_1

Tunnel opened.

L ocococoooooo/
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2. The popup shows tunnel closing as well.

Tunnel_1

Clozing tunmnel...

LO222QRQQ2a )

Tunnel_1

Tunnel closed.

3. In case the tunnel cannot open, it displays a warning with a description of the error condition.

Tunnel_1

1 Preshared Key mismatch,

Q2QQQ

4.4. Keyboard Shortcuts

Shortcut  |Action

Ctrl + Enter [Switches back and forth between the 'Configuration Panel' and the '‘Connection
Panel'.

Note: in case, the Configuration Panel is protected with a password, the user will be
asked for this password when switching to the Configuration Panel.

Ctrl + D Opens the VPN 'Console’ for network 'Debug'.

Ctrl + S 'Save & Apply' a VPN Configuration.

4.5. Connection Panel

The Connection Panel enables users to open, close and get clear information about every tunnel that
has been configured. This is all the end-user needs to open and close tunnels.

This feature helps both IT Managers (who configure the VPN connections) and users (who only open
or close VPN connections) with their own usage.

The Connection Panel is made of several elements:

- Alist of all configured tunnels with '‘open/close’ button (below diagram)
- Alink back to the 'Configuration Panel' (“+” menu button)

It's possible to switch back and forth between the 'Connection Panel' and the 'Configuration Panel' by
using the shortcut 'Ctrl + Enter' (see section 'Shortcuts").

2+l

iy | Lak_iZel-Tunnel
ot LaM_cCell 2-Tunnel_2
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4.6. Configuration Panel

The Configuration Panel enables to create VPN Configuration and is made of several elements:

- Menus across the top

- 'Save', and 'Apply' buttons

- Atree list window (left column) that contains all the IKE and IPSec configurations

- A configuration window (right column) that shows the associated tree level with tabs for groups

of related parameters.

=i Proxicast VPN Client -0 x|

Configuration Tools #

proxicast’

Save | apply |

[Z] ¥PM Configuration Authentication | Advanced I Certificate |
[2] clobal Parameters
Bl Lan_Cell Addresses
i it Tunmel

Inkerface I.ﬂnv j

Remote Gateway I LaM-Cell-Public-IP-or-DDNS-Mame

Authentication

@ PresharedKey, | eseeeees

Confirm I LTI TTY T

™ Certificate

IKE

Encryption IDES 'l
Authentication IMDS ‘I
Key Group IDHI (768) ‘l

L8] | WPM Client ready | ||

A VPN Configuration file (i.e. extension ".tgb") can be dragged and dropped onto the Configuration
Panel. This feature enables you to easily apply a new VPN configuration. If a tunnel is configured to
be 'opened when the VPN Client starts' (see section 'Phase2 Advanced Settings'), it will be
immediately opened as soon as the new VPN Configuration is applied (‘Save or Apply").

4.7. Configuration Panel Menus

Configuration
- Import: Importing a VPN security policy (VPN Configuration VPN)
Export: Exporting a VPN security policy (VPN Configuration VPN)
Move to USB drive: USB Mode settings and enable the USB mode
Wizard: Automate the creation of a new tunnel configuration
Quit: Close the open VPN tunnels and quit the software

Tools
Connection Panel
Console: IKE connection trace Window
Reset IKE: Reboot IKE
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Options: Options protective display startup, language management, management PKI

? Menu
Online Support: Access to online support
Software update: Check the availability of an update
Buy a license online: Access to the online shop
Activation Wizard
"About..." window

Proxicast IPSec VPN Client - User Guide
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5. Connection Panel

5.1. Connection Panel Basics

The Connection Panel enables users to open, close and get status information about every tunnel
that has been configured.

Jea JE3 JES
iy | Lak_iZel-Tunnel
ot LaM_Cell 2-Tunnel_2

The user simply double-clicks on the 'Open/Close' icon of a tunnel to open or close a tunnel. The
'Open' button automatically switches to 'Close' when the tunnel is opened.

It's possible to switch back and forth between the 'Connection Panel' and the 'Configuration Panel' by
using the shortcut 'Ctrl + Enter' (see section 'Shortcuts").

5.2. More About Connections

If problems occur during the tunnel opening process, a warning icon is shown to the left of the tunnel
name.

Jed JES 3
ot LaM_Cel-Tunnel
53 LAM_Cel_2-Tunnel_2

Double-clicking the warning icon opens a message box with details of the issue preventing the tunnel
from opening.

Wrong remote network address. |
'E The remote network address (Phase2) is wrong.

Check the remote network address,

Proxicast IPSec VPN Client - User Guide
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6. Configuration Panel

6.1. Configuration Wizard

6.1.1. Two step Configuration Wizard

The Proxicast IPSec VPN Client provides a Configuration Wizard which is designed to make it easy to
create a VPN connection to a LAN-Cell gateway in two simple steps.

The Configuration Wizard is for remote computers that need to get connected to a LAN-Cell gateway
using the default Phase 1 and Phase 2 parameters set in the LAN-Cell's VPN firmware. IPSec
configurations for other remote gateway devices should be made through the 'Configuration Panel'.

Consider the following example:

Your PC has a dynamically provided public IP address (DSL, cable, 3G modem, etc).
You want to connect to a remote LAN-Cell that has a dynamic IP address. You have
already configured the LAN-Cell to use the DynDNS service to update
"myrouter.dyndns.org” with the IP address as it assigned from your cellular carrier.
The remote LAN-Cell's private address is 192.168.1.1 with a subnet is 192.168.1.0
/255.255.255.0. (e.g. the remote device want to reach is a server with the IP address:
192.168.1.100.)

WAN 1P
1B6. 13937 167
myrouter.dyndns.org Remote LAN

Subnet 182.1668.1.0/
WAN IP: 255.255.255.0
67.165.53.197 w =
gpc DSL Modem Proxicast  LANIP: %

LAN-Cellz 19216810 o ote Device

Running Proxicast llular R LAN IP:
VPN Clignt Software Cellular Router 162.168.1.100

VPN Tunnel

To configure this connection, open the Wizard by selecting the "Configuration > Wizard" menu.

6.1.2. Step 1 of 2: VPN tunnel parameters

You must specify the following information:

- The public (Wide Area Network side) address or DNS name of the remote gateway (LAN-Cell)
(myrouter.dyndns.org or serial#.proxidns.com or 166.139.37.167 in this example)

- The preshared key you will use for this tunnel (this preshared key must be the same as the one
you set in the LAN-Cell)

- The private IP subnet of your LAN-Cell (e.g. 192.168.1.0 not 192.168.1.1)
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¥PN Configuration Wizard x|

¥PN tunnel parameters 1/2

Enter the fallowing parameters For the YPM bunnel:

IP or DS public {external) address: I myrouter, dyndns. org
of the remote equipment

Preshared-key: I LITITIT L]

IP private {internal) address: I 192,168 . 1 . 0
of the remote network

= Previous Cancel

6.1.3. Step 2 of 2: Summary

The second step summarizes your new VPN configuration. Other parameters may be further
configured directly via the 'Configuration Panel' (e.g. Certificates, virtual IP address, etc..) if you have
changed the LAN-Cell's VPN configuration parameters.

¥PN Configuration Wizard x|

Configuration Summary 2/2

The tunnel configuration is correctly completed :

Tunnel name: LAMN_Cell_

Remoke Equipment: Rouker ar YPM gateway

IP or name of this equipment: myrouter,dyndns.org
Preshated kgy; fkbbebe

IP address of the remote network: 192,168,1.0
Subnet mask: 255,255,255.0

‘fou may change these parameters anytime directly with the main interface.

< Previous Cancel

6.2. VPN Tunnel Configuration

6.2.1. How to create a VPN Tunnel ?

The Configuration Wizard will automatically create an IPSec tunnel with the default parameters which
match the default IPSec tunnel parameters on the LAN-Cell. You only have to supply the LAN-Cell's
IP address (or DDNS name), the LAN-Cell's local IP subnet and the preshared key. This is the easiest
way to create a VPN tunnel to a LAN-Cell gateway.
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To create a VPN tunnel from the Configuration Panel (without using the Configuration Wizard), you
must follow the following steps:

1. Right-click on 'VPN Configuration' in the tree list window and select 'New Phase 1'.

i T TR
- Expart
1 LAN el Move to LUSE. ..

Global Paral

e o Tunnel

Save Ckrl+5
=0 LaN_Cell 2

oot Tunnel_z Wizard...
Reset Del
Close all Tunnels

2. Configure the Authentication Phase (Phase 1), making sure to confirm that the settings
match those chosen when creating the VPN tunnel configuration on the LAN-Cell and
click 'Save & Apply'.

3. Right-click on the 'new LAN_Cell_"in the tree control and select 'Add Phase 2.

e —
Save | Apply |

[E] ¥PN Canfiguration Aukher

B0 Lan_Cel A
oot Tunned

E-00 LAN_Cell_2

i ot Tunnel_2

Export

Copy Chrl+C
Rename Fz
Delete Del

4. Configure the IPSec Phase parameters (Phase 2) to match those set on the LAN-Cell’'s
VPN configuration.

5. Once the parameters are set, click on 'Save” to take into account the new configuration.

6. Double-click (or Ctl+O) on the new tunnel name to open the IPSec VPN tunnel.

Please refer to Phase 1 and Phase 2 for descriptions of each parameter.

6.2.2. Multiple Authentication Configuration Phases

Any number Authentication Phases (Phasel) can be configured. Therefore, one computer can
establish IPSec VPN connections with multiple different gateways.

Similarly, several IPSec Configurations (Phase 2) can be created for a same Authentication Phase
(Phase 1) (i.e. multiple tunnels to the same remote gateway).
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6.2.3. Advanced Features

Advanced features and parameters can be defined for Phase 1 and Phase 2.

Those defined in Phase 1 apply to all Phase 2 created in current VPN Configuration:

- Enable/Disable Config-Mode

- Enable/Disable NAT-T Agressive Mode
- Enable/Disable Redundant Gateway

- Select NAT-T mode (Forced, Disabled or Automatic)

- Set X-Auth Login/password with pop up option
- Import PKI Certificates used for authentication

Those defined in Phase 2 only apply to the associated Phase 2:

- Automatic Open Mode

- Manual settings of DNS/WINS server addresses
- Choose Script/Application to be launched when tunnel opens

6.3. Authentication or Phase 1

6.3.1. What is Phase 1 ?

'‘Authentication’ or ‘Phase 1' is also called the IKE Negotiation Phase. Phase 1's purpose is to

22

negotiate IKE policy sets, authenticate the peers, and set up a secure channel between the peers. As
part of Phase 1, each end system must identify and authenticate itself to the other.

6.3.2. Phase 1 Settings Description

k=i Proxicast ¥PN Client =]

Configuration Toals 7

proxicast®

Save | apply |

[E] wPM Canfiguration
[E] clobal Parameters
-3 LAk_cCell
b ot Tunnel

& | ¥PM Client ready

Authentication | Advanced I Certificate |

Addresses

Inketface I.u'.\ny j

Remote Gateway I LAN-Cell-Public-IP-or-DOMNS-Mame

Authentication

@ PresharedKey. | esesenes

Confirm I YYIIIL]

" Certificate

IKE

Encryption IDES ‘l
Authentication IMDS "l
Key Group IDHl (768) 'l

| |

Proxicast IPSec VPN Client - User Guide



Proxicast

23

Interface

IP address of the network interface of the computer, through which VPN
connection is established. If the IP address may change (when it is received
dynamically by an ISP), select "Any".

Remote Gateway

IP address or DNS address of the remote gateway (in our example:
myrouter.dyndns.org). This field is mandatory.

Pre-shared key

|Password or key shared with the remote gateway.

Certificate

X509 certificate used by the VPN Client . When selected, the Import Certificate
tab is displayed. Click on 'Import Certificate..' to choose the certificate source:
PEM files or P12 files (see section How to configure Certificates).

IKE encryption

|Encrypti0n algorithm used during Authentication phase (3DES, AES, ...).

IKE authentication

Authentication algorithm used during Authentication phase (MD5, SHA, ...).

IKE key group

|Diffie-Hellman key length.

6.3.3. Phasel Advanced Settings Description

For advanced features & parameters, click on 'Advanced' tab on the Authentication panel.

k=i Proxicast ¥PN Client =]

Configuration  Tools

¥

proxicast’

Save |

Apply |

- e

S

B0 LAN_Cell_2
o Tunnel_2

L&) | WPN Client ready

[Z] ¥PN Configuration &uthertication Advanced ICertiFicatel
-] Global Parameters

|»

Advanced features

[ Mode Config Redun, Gw I
Il Aggressive Mode MAT-T I.ﬁ.utomatic 'I

X-Auth

[ x-auth Popup Login I
n = Hybrid Mode Password I

Local and Remote ID

Type of I0: Yalue For the ID;

Local ID I j I
Remate ID I j I

=
| |

Mode-Config

If checked, the VPN Client will activate Mode-Config for this tunnel. Mode-Config
allows to the VPN Client to fetch some VPN Configuration information from the
VPN gateway:

- Virtual IP address of the VPN Client

- DNS server address (optional)

- WINS server address (optional)

If Mode-Config is not available on the remote gateway, refer to section 'Phase2
Advanced' settings to manually set DNS and WINS server addresses.
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NOTE: Mode-Config is not currently supported on Proxicast LAN-Cell.

Aggressive Mode

If checked, the VPN Client will used aggressive mode as negotiation mode with
the remote gateway.

Redundant GW

This allows the VPN Client to open an IPSec tunnel with an alternate gateway in
case the primary gateway is down or not responding. Enter either the IP address
or the DNS name of the Redundant Gateway (e.g. backup-router.dyndns.org).

- The Proxicast VPN Client will contact the primary gateway to establish a
tunnel. If it fails after several tries (default is 5 tries, configurable in
"Parameters" panel > "Retransmissions" field) the Redundant Gateway is
used as the new tunnel endpoint. Delay between two retries is about 10
seconds.

- In case the primary gateway can be reached but tunnel establishment fails
(e.g. VPN configuration problems) then the VPN Client won't try to establish
tunnels with the redundant gateway.

- If a tunnel is successfully established to the primary gateway with DPD
feature (i.e. Dead Peer Detection) negotiated on both sides, when the primary
gateway stops responding (e.g. DPD detects non-responding remote
gateways) the VPN Client immediately starts opening a new tunnel with the
Redundant Gateway.

- The exact same behavior will apply to the redundant gateway. This means
that the VPN Client will try to open primary and redundant gateway until the
user exits software or click on 'Save & Apply'.

NAT-T The NAT-T mode allows Forced, Disabled and Automatic.
The NAT-T "Disabled" prevents the IPSec VPN Client and the VPN gateway from
starting NAT-Traversal.
The NAT-T "Automatic" mode allows the VPN Gateway and VPN Client to
Inegotiate NAT-Traversal.
In NAT-T "Forced" mode, The Proxicast IPSec VPN Client will force NAT-T by
encapsulating IPSec packets into UDP frames to solve traversal with intermediate
NAT routers.

X-Auth Define the login and password of an X-Auth IPSec negotiation. If "X-Auth popup"

lis selected, a popup window asking for a login and a password will appear each
time an authentication is required to open a tunnel with the remote gateway. The
end user has 60 seconds (i.e. default) to enter a login and password before
X-Auth authentication fails.

If X-Auth authentication fails then the tunnel establishment will fail too.

Hybrid Authentication
Mode

The Hybrid mode is a specific authentication method used within IKE Phase 1.
This method assumes an asymmetry between the authenticating entities. One
entity, typically an Edge Device (e.g. firewall), authenticates using standard public
|key techniques (in signature mode), while the other entity, typically a remote User,
authenticates using challenge response techniques. These authentication
methods are used to establish, at the end of Phase 1, an IKE SA which is
unidirectionally authenticated. To make this IKE bi-directionally authenticated, this
Phase 1 is immediately followed by an X-Auth Exchange [XAUTH]. The X-Auth
Exchange is used to authenticate the remote User. The use of these
authentication methods is referred to as Hybrid Authentication mode. The
Proxicast IPSec VPN Client implements the RFC
'draft-ietf-ipsec-isakmp-hybrid-auth-05.txt'".

Local ID

Local ID is the identity the VPN Client is sending during Phase 1 to VPN gateway.
This identity can be:

- an IP address (type = IP address), for example: 195.100.205.101

- a domain name (type = DNS), e.g. mydomain.com

- an email address (type = Email), e.g. support@proxicast.com

- astring (type = KEY ID), e.g. 123456

- a certificate issuer (type=DER ASN1 DN) (see Certificates configuration) If

this identity is not set, VPN Client's IP address is used.
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Remote ID

Remote ID is the identity the VPN Client is expecting to receive during Phase 1
from the VPN gateway. This identity can be:

- an IP address (type = IP address), for example: 80.2.3.4

- a domain name (type = DNS), e.g. gateway.mydomain.com

- an email address (type = Email), e.g. admin@mydomain.com

- a string (type = KEY ID), e.g. 123456

- a certificate issuer (type=DER ASN1 DN) (see Certificates configuration) If
this identity is not set, VPN gateway's IP address is used.

6.3.4. Modify X-Auth popup duration

It is possible to modify the X-Auth popup window display duration. The default value is 60 sec. In
some cases, it might be required to extend the duration. In this software release, modification can
only be done in the VPN Configuration file with any text editor.

Note: Remember that VPN Configuration file cannot be edited if encrypted. If you need password
protection, modify Xauth-interval parameter in the VPN configuration file, then Import the
modified VPN Configuration, then go to 'File' > 'Export VPN Configuration' and select ‘Password

protection'.
[General]
Shared-SADB = Defined
Retransmits = 5

Exchange-max-time = 15
Default-phase-1-lifetime = 28800,300:28800
Bitblocking = 0

Xauth-interval

DPD-i1nterval
DPD_retrans

DPD_wait = 15

= 60
15
2

6.4. IPSec Configuration or Phase 2

6.4.1. What is Phase 2 ?

'IPSec Configuration' or 'Phase 2' negotiates the IPSec security parameters that are applied to the
traffic going through tunnels negotiated during Phase 1.
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6.4.2. Phase 2 Settings Description

k=i Proxicast ¥PN Client =]

Configuration Tools

¥

proxicast’

Save |

Apply |

LAN_Cell

ot

-0 LAN_Cell 2

O | WPM Client ready

E_‘ ¥PN Configuration IPSec | Advanced | Scripks I Remate Sharing I
Global Parameters

o Tunnel_2

Addresses

WP Client address o .o .0 .0

Address bype ISubnet address j

Remote LAM address I 192 .16 . 1 . 0

Subnet mask | 785 . 285 , 285 ., 0

ESP

Encryption |DES h

Authentication ISH.D.—l - l
fMode Im

PFS

[ pFs Group I vl

| |

VPN Client address

Virtual IP address used by the VPN Client inside the remote LAN: The
computer will appear in the LAN with this IP address. Typically, the VPN Client
address is not part of the remote LAN subnet behind the remote gateway.
Normally you can leave the VPN Client IP address at 0.0.0.0 when connecting
to a remote LAN-Cell gateway.

This IP address can belong to the same remote LAN subnet (e.g., in the
example, you set a VPN Client IP address like 192.168.1.10). If your IP
address on the VPN Client overlaps with the remote subnet on the
[remote gateway, it is important to read the note below.

Address type

The remote endpoint may be a LAN or a single computer,

In case the remote endpoint is a LAN, choose "Subnet address" or "IP
Range". When choosing "Subnet address", the two fields "Remote LAN
address" and "Subnet mask" become available. When choosing "IP Range",
the two fields "Start address" and "End address" become available, enabling
The Proxicast IPSec VPN Client to establish a tunnel only within a range of a
|predefined IP addresses. The range of IP addresses can be just one IP
address.

Incase the remote end point is a single computer, choose "Single Address".
\When choosing "Single address", only the field "Remote host address" is
available.

Remote LAN address

This field may be "Remote host address" or "Remote LAN address" depending
of the address type. It is the remote IP address, or LAN network address of
the gateway, that opens the VPN tunnel.

Subnet mask

Subnet mask of the remote LAN. Only available when address type is equal to
"Subnet address".
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ESP encryption Encryption algorithm negotiated during IPSec phase (3DES, AES, ...)
ESP authentication Authentication algorithm negotiated during IPSec phase (MD5, SHA, ...)
ESP mode IPSec encapsulation mode: tunnel or transport

PFS group Diffie-Hellman key length.

Note 1: "IP Range" feature combined with "Open tunnel when traffic" feature allows the VPN Client to
automatically open tunnel when traffic is detected for a specific range of IP Addresses. However, the
range of IP addresses must be authorized in the configuration of the remote VPN gateway.

Note 2: It is possible to have both local IP address of your computer and remote LAN as part of the
same subnet. To be able to do so, you must select "Auto open this tunnel on traffic detection” (‘P2
Advanced'). Once the VPN tunnel opened in this configuration, all the traffic with remote LAN is
allowed but communication with local network becomes impossible. You may also need to configure
the remote gateway (LAN-Cell) to enable overlapping local and remote subnets. Please consult the
Proxicast knowledgebase for more information on this type of VPN configuration.

Once the parameters are set, click on 'Save’ to save the new configuration.

6.4.3. Phase2 Advanced Settings Description

For advanced features & parameters, click on 'Advanced' tab.

=i Proxicast ¥PN Client =]
Configuration Toals ?
Save | apply |
[Z] ¥PN Configuration IPSec  Advanced |Scripts I Remate Sharing I
Global Paramneters
1 LAN_Cell Automatic Open mode
e it TunnEeI
E|IZI Lan el 2 [ Automatically open this bunnel when PN Client skarts after logon,
woe ot Tunnel 2 [~ automatically open this tunnel when LISE skick is inserted.
W auromatically open this tunnel on traffic detection,
Gina mode
™ Enable before Windows logon.
Alternate servers
DHS Server | o .0 .0 ]
WINS Server | o .0 .0 ]
Q | WP Client ready | |

Automatic Open Mode [The VPN Client can automatically open the specified tunnel (Phase 2) on
specific events such as:

- Auto open this tunnel when the VPN Client starts up.

-_Auto open this tunnel when USB stick is inserted (see section "USB_
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Mode").

- Auto open this tunnel when the VPN Client detects traffic destined for the
remote LAN. If selected, the Phase 2 icon in the Configuration Panel tree
list changes its shape/color to reflect that this feature is now active.

Alternate Servers

DNS and WINS server IP addresses of the remote LAN can be entered here, to
help users resolve intranet addressing. The DNS or WINS addresses are taken
into account as soon as the tunnel is opened, and as long as it is opened.

6.4.4. Script Configuration

Scripts may be configured in the Script configuration tab.

=i Proxicast ¥PN Client =]

Configuration  Tools

7

proxicast®

Save |

Apply |

-3 LAN_Cell

ot
-3 LAN_Cell_2
i T Tunnel_2

Q | WP Client ready

[Z] ¥PN Configuration IPSec I Advanced  SCHPES | Remote Sharingl
~[2] Global Parameters

Launch this script when clicking on Open Turnel:

Scripk I Browse. ..

Launch this script when this tunnel opens:

Seripk I Browse. ..

Launch this script when clicking on Close Tunnel:

Scripk I Erowse. ..

Launch this script after this tunnel is closed:

158

Seripk I Erowse. ..

| |

Scripts or applications can be enabled for each step of a VPN tunnel opening and closing process:

- Before tunnel is opened

- Right after the tunnel is opened
- Before tunnel closes

- Right after tunnel is closed

This feature enables you execute scripts (batches, scripts, applications...) at each step of a tunnel
connection for a variety of purposes e.g. to check current software release, to check database
availability before launching backup application, to check that software is running, a logon is set, etc.

It also enables you to configure various network configurations before, during and after tunnel

connections.
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6.4.5. Remote Desktop Sharing

The Proxicast IPsec VPN Client allows you to configure the "Remote Desktop" logon in the VPN
tunnel. With one click, the VPN tunnel opens to the remote computer, and the RDP (Windows Remote
Desktop Protocol) session is automatically opened on the remote computer.

1. Select the VPN tunnel (Phase 2) in which the "Remote Desktop" session will be opened.

2. Select the "Remote Sharing" tab.

3. Enter an alias for the connection (this name is used to identify the connection in the different

software menus), and enter the IP address of the remote computer.
4. Click on "Add": The Remote Desktop Sharing session is added to the list of sessions.

k=i Proxicast ¥PN Client B =]
Configuration Toals 7

Save | apply |
|§_| ¥PN Configuration 1PSec | Advanced | Scripts  Remote Sharing
Global Pararneters
-3 LAN_Cell
b ot Tunnel
-3 LAN_Cell_2 Enker below the IP address of the remate computer you want to
Lot Tunnel 2 connect ko, and choose an Hlias,
alias I
TP address I
Add
| Alias | IP address | |
& | ¥PM Client ready |

6.5. Global Parameters

6.5.1. Global Settings Description

Global Parameters are generic settings that apply to all created VPN tunnels.
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k=i Proxicast ¥PN Client

Configuration Toals 7

proxicast®

Save |

Apply |

[E] ¥PN Configuration Global Parameters |
(SREWE =lobal Parameters

1 LaN_Cell

Lifetime (sec.)

b ot Tunnel LCiefault Mirimal Maximal

-0 LAN_Cell_2

- Authentication {IKE) ISBDD
et Tunnel_2

| 360 | 2E500

Encrypion (IPSec) | 3600 | 300 | 28300

¥ Dead Peer Detection (DPD)

Checkinterval |30 S8,

Max., number of retries |5
Delay between retries I 15 seC,

Miscellaneous

IKE Part

Retransmissions I z
#-Auth timeout I &0

™ Disable split Tunneling

—
—

MAT Part

Q | WP Client ready |

|

Lifetime (sec.) IKE default lifetime

|Defau|t lifetime for IKE rekeying.

IKE minimal lifetime

|Minima| lifetime for IKE rekeying.

IKE maximal lifetime

|Maxima| lifetime for IKE rekeying.

IPSec minimal lifetime

|Defau|t lifetime for IPSec rekeying.

IPSec maximal lifetime

|Maxima| lifetime for IPSec rekeying.

IPSec minimal lifetime

[Minimal lifetime for IPSec rekeying.

Dead Peer Detection  |Check interval (sec.)

Interval between DPD messages.

(DPD) Max number of retries

[Number of DPD messages sent.

Delay between retries (sec.)

Interval between DPD messages when no
[reply from remote gateway.

Miscellaneous Retransmissions

How many times a message should be
retransmitted before giving up.

Delay between retries

|Minimum time before any attempts by user
to restart IKE negotiation.

Block non-ciphered
connection

\When this option is checked, only
encrypted traffic is authorized.

IKE Port

User can change port number for IKE
negotiation. Exchanges are still on UDP
but they can be on another port than 500.
The remote gateway must support this
feature.

NAT Port

User can change UDP port number used
for NAT Traversal (default 4500).

Disable Split Tunneling

Forces all network traffic to go through the
tunnel rather than to the Internet
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Dead Peer Detection (i.e. DPD) is an Internet Key Exchange (IKE) extension (i.e. RFC3706) for
detecting a dead IKE peer. The Proxicast IPSec VPN Client is using DPD:

- to delete opened SA in the VPN Client when peer has been detected dead.
- to re-start IKE negotiations with the Redundant Gateway if activated in the 'Phasel Advanced'
Configuration Panel.

Once the parameters are set, click on 'Save' to save the new configuration.

6.6. Configuration Management

6.6.1. Import or Export VPN Configuration via menu

The Proxicast VPN Client can import or export a VPN Configuration. With this feature, IT managers
can prepare a configuration and deliver it to other users.

- Importing a configuration, select menu "Configuration > Import".
- Exporting a configuration, select menu " Configuration > Export".

An exported VPN configuration file will have a ".tgb" extension.

Exported VPN Configuration can be protected by a password. When the user wants to export a
configuration, a window automatically asks if the exported VPN configuration must be protected with a

password or not.
| x|

Export Protection

‘;ﬁ Yau are abaut bo export & WP Configuration.
J'j‘ ‘fou may protect this configuration with a password,
It will be automatically asked to the user when imported,

" Don't protect the exported YPM Configuration

¢ Protect the exported YPM Configuration

Password I

Canfirm I

[V Hide passward

When a VPN Configuration is protected with a password, its importation will automatically ask the
user to enter the password. An exported VPN Configuration which is not protected with a password
will be automatically imported without any request to the user.

Note: Import/Export in 'USB Mode'

When the VPN Client is configured in "USB Mode" and when a USB stick is inserted, the importation
of a VPN Configuration is directly written on the USB stick. If the VPN Client is configured in "USB
mode" but no USB stick is inserted (the USB icon in the bottom left corner of the GUI is disabled), the
exportation and importation of a VPN Configuration are disabled.
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6.6.2. Merge of VPN Configurations

The Proxicast IPSec VPN Client can import one or several tunnels into an existing VPN Configuration.
With this feature, IT managers can merge a new VPN Configuration with new gateways into an
existing VPN Configuration and deliver it to users or group of users.

Merge of VPN Configurations can be done in several ways.
1. Import new VPN Configuration via menu ‘Configuration’ >'Import' and then select 'Add' instead

of 'Replace’.
x

9 Do you want to add this configuration or to replace the
\:/ current configuration?

Add Replace | Cancel |

2. Drag & drop a new VPN Configuration into the software with an existing VPN Configuration
already opened. The exact same popup window (see above) will appear asking if the user
wants to 'Add' or 'Replace’ existing VPN Configuration.

3. Import new VPN Configuration via command line.

" [path]\vpnconf.exe /Zadd:[file.tgb] "where [path] isthe VPN Client
installation directory, and [ Fi le.tgb] is the VPN Configuration file. This command doesn't
handle relative paths (e.g. "..\..\file.tgb"). For more details, see import command line.

Any way you choose to import VPN Configuration, here are common behaviors:

- Global parameters are not imported in case at least one tunnel was already configured prior to
import and user selects 'Add' VPN Configuration in the popup.

- Global parameters are imported in case the user selects 'Replace’ or no tunnel was configured prior
to import.

- Tunnel name conflict between existing and imported VPN Configurations are solved by software
automatically by adding an increment between bracket e.g. tunnel_office(1) to the imported tunnel
names (i.e. both Phasel and Phase 2).

6.6.3. Splitting a VPN Configuration

The Proxicast IPSec VPN Client can export one tunnel from an existing VPN Configuration. With this
feature, IT managers can split existing VPN Configurations into smaller VPN Configurations and
deliver them to users or group of users.

To export a single tunnel, follow these steps:

1. Right click on any tunnel Phase 2 from your VPN Configuration and select 'Export Tunnel'.
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[Z] ¥PN Configuration IPSec | ady
i-[£] clobal Parameters

- LAN_Cell Addre
i b gt Tunnel

-0 LAN el 2

o R

Open bunnel  Chrl+0

Expart

Copy Chrl+C
Rename Fz
Delete Del

2. A popup window appears to ask for VPN Configuration password protection.

Proxicast ¥PN Client |

Export Protection

iﬂﬁ ‘fou are about to export & WP Configuration,
J!f Yol may prokect this configuration with & passward.
It will be automatically asked to the user when imported,

" Don't protect the exported YPM Configuration

% Protect the exported YPH Configuration

Password I

Canfirm I

[V Hide passward

o | [
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3. Once exported, the VPN Configuration can be sent to users or you can double-click on it to

start The Proxicast IPSec VPN Client.

Note:

- Export of a Phase 2 will export the associated Phase 1 as well. This means also export of

Certificates that might have been defined in this Phase 1.
- Export of a Phase 2 will export the Global Parameters as well.

6.7. USB Mode

6.7.1. What is USB Mode ?

The Proxicast VPN Client brings the capability to secure VPN configurations and VPN security

elements (e.g. PreShared key, Certificates, ...) by the use of an USB Memory Stick.
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When you select "Move to USB Drive", the VPN configuration and security elements contained into
the configuration are stored onto the USB Stick the first time you plug it in.

Once done, you just need to insert the USB Stick to automatically open tunnels. And you just need to
unplug the USB Stick to automatically close all established tunnels.

6.7.2. How to set USB Mode ?

The USB Mode is initiated from the ‘Configuration > Move to USB Drive’ menu

Proxicast ¥YPN Client | x|

USE Mode Wizard 1/4

‘ou are going bo move wour YPR Configuration From your computer to an
USE Crive,

Plug in an USE Drive now For automatic detection

ar
Select below the USE Drive if the USE Drive is already plugged in:

USBDrive: [E: KINGSTON wiDrive 7|

MNext = I ik

Select which computers the USB stick should be associated with. Optionally protect the USB stick
with a password that will be required when it is inserted.

Proxicast ¥YPN Client | x|

USE Mode Wizard 2/4

Wour WPM Configuration is going ko be mowved on the USE Drive: E:

Do you allow this USE Drive to be used:

€ With this computer only

* on any compuker

Protect the WPM Configuration on the USE Drive with a password:

Passward: I

[ Hide password

< Previous | Mext = | ik I

Next, select which tunnels are to be opened automatically when the USB stick is inserted.
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Proxicast ¥PN Client x|

USE Mode Wizard 354

Select the tunnel belovs if you want it to be automatically opened when
the ¥PM ISE Drive is plugged-in:

Automatically open when YPM USE Drive is plugged-in:

] Lan_cell - Turnel
] Lan_cell_2 - Tunnel_=2

Moke: The tunnel will also automatically close when the YPM USE Drive is
unplugged.

= Previous | MNext = I ik

Confirm that you are ready to switch to USB Mode.

Proxicast ¥PN Client |

USE Mode Wizard 4/4

‘ou are going to switch ko USE Mode,

As 500N as your WPM USE Drive is plugged-in, and until it is unplugged, the
YPM Client is in USE Mode. In this mode, all configuration operations are
done on the YPN USE Drive: impart, export, modification.

It can be used with any computer,

< Previous | (o4 I Cancel |

When the USB stick is removed, all configuration information in the VPN Client will be erased. When
the USB stick is reinserted, the configuration will be automatically loaded and the USB stick icon will
be displayed Configuration and Connection Panels

[Z] “PM Configuration (ven B

w[2] Global Parameters

6.8. Options

The ‘Tools’ > ‘Options’ menu allows users to configure a number of system-wide parameters
including password protections, GUI options, start-up behavior, and certificate management.
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6.8.1. Password Protection

The Proxicast VPN Client software allows IT managers to protect access to the VPN security policy by
a password. From this point forward, this password is called "Administrator password".

The provided protection applies on one hand to the Configuration Panel access (regardless of which
way the Configuration Panel is opened, the password is requested), on the other hand to all possible
operations on the VPN security policy: changes, registration, import, export. Thus, any import of a
VPN security policy will be enabled if the right Administrator password is provided.

Any access to the VPN security policy (reading, change, application, import, export) can be protected
by a password. This protection also applies to transactions done via the command line.

To ensure the integrity and confidentiality of VPN security policy, it is recommended to implement this
protection.

The protection of the VPN security policy is configured via ‘Tools’ > ‘Options’ > ‘View’ tab.

=i Proxicast ¥PN Client | x|

Options

Wigw |GeneraI|PKI Options | Language

Lock access to Configuration Panel

Enter a password ta lock down the access to the Configuration
Panel, The Connection Panel is always available,

Password: I

Canfirm I

Show in systray menu

¥ Console

¥ Connection Panel
¥ Configuration Panel
¥ Guit

Systray sliding popup

[ Don't show the systray sliding popup

ok, I Cancel |

Once a password is configured, opening the Configuration Panel or accessing the VPN security policy
(import substitution, addition) is always conditioned by entering this password:

when the user clicks on the icon in the taskbar

when the user selects the Configuration Panel menu in the icon menu in the taskbar
when the user clicks on the [+] button of the Connection Panel

when importing a new VPN security policy via the command line

during a software update.

By combining this option with other options to limit the display of software, the administrator can
configure the software in almost invisible and non-editable mode.

To remove the protection via password, empty both "Password" and "Confirm" fields and click OK.
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6.8.2. GUI Appearance

The options on the "View" tab of the "Options" window also allow to hide all software interfaces, by
removing from the taskbar menu the "Console", "Configuration Panel" and "Connection Panel" items.

The menu in the taskbar is then reduced to the single list of available VPN tunnels.

Note for the IT Manager: When deploying software, all these options can be preconfigured during the
installation of the Proxicast VPN Client software.

Note: The 'Quit' item for the systray menu is disabled in the GUI software. It can nevertheless be
removed during the software setup, through the setup option "-menuitem’ (see section 'Setup

Options")

6.8.3. General Options

=i Proxicast ¥PN Client x|

Dptions

Wiew General | PKI Cptions | Language

¥PN Client start mode

[ Start wPN Client after Windows Logon,

Miscellaneous

[ Disable detection of netwark interface disconnectian,

(o] 4 I Cancel

Start mode
When the "Start the VPN Client after Windows logon" option is checked, the VPN Client starts
automatically when Windows starts, after the Windows logon.

If the option is unchecked, the user must manually start the VPN Client, either by double-clicking on
the desktop icon, or by selecting the start menu of the software in the Windows "Start" menu.

Disabling the disconnection detection

In its generic behavior the VPN Client closes the VPN tunnel (on its side), when it finds a problem
communicating with the remote VPN gateway. In unreliable local networks, prone to frequent
micro-disconnections, this feature can have drawbacks (which can go up to unable to open a VPN
tunnel).
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By checking the "Disable disconnection detection" box, the VPN Client avoids closing tunnels when a
disconnection is detected. This ensures excellent stability of the VPN tunnel, including unreliable local
networks, typically wireless networks like WiFi, 3G, 4G, or satellite.

6.9. Certificate Management

6.9.1. Certificate Management overview

The Proxicast IPsec VPN Client is fully integrated with most PKI solutions in the market. The software
implements a set of features for different certificates storage (files, Windows Certificate Store, Smart
Card and Token) and a set of rules to define the certificates to use (CRL topic key usage, etc...)

The IPsec VPN Client supports X509 certificates.

The IPsec VPN Client uses the certificate files formats, PKCS12, PEM.

The IPsec VPN Client supports the following storage devices: Windows Certificate Store
(CSP), Smart Card or Token (PKCS11 CSP).

The VPN Client supports user certificates (VPN Client side) as well as the VPN Gateway
certificates.

Note: The VPN Client cannot create certificates. However, the VPN Client can manage certificates
created by third-party software, and stored on a smart card, token or in the Windows Certificate Store.
The VPN Client can also import certificates in the VPN security policy.
The certificate configuration is divided into three steps:

1. "Certificate" tab of the Phase 1 involved

2. "PKI Options" tab in the window ‘Tools’ > ‘Options’ in the Configuration Panel
3. An optional startup configuration file: vpnconf.ini

6.9.2. Setup a Certificate

VPN Client allows you to assign a user certificate to a VPN tunnel. There can be only one certificate
per tunnel, but each tunnel can have its own certificate.

The VPN Client allows you to select a certificate stored:

- Inthe VPN Configuration file (see "Import Certificate")

- Inthe Windows certificate store (see "Windows Certificate Store")

- Onasmart card or a token (see "Configure a Smart Card or Token")
The Phase 2 "Certificate” tab lists all relevant media available on the computer, which contain
certificates. If a media does not have a certificate, it is not displayed in the list (e.g. if the VPN
Configuration file contains no certificate, it does not appear in the list).

By clicking one of the media, the list of certificates it contains is displayed. Click on the desired
certificate to assign to the VPN tunnel.
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=

[=3Proxicast ¥PN Client

=10l x|

Configuration Toals 7

proxicast®

Save | apply |
|§_| ¥PN Configuration Authentication | Advanced Cettificate
; Global Pararneters
1 LAN_Cell
E— Chaoose a Certificate in the list below, or select a new Certificate by clicking
on the button ‘Import Certificate. ..
Certificate Common Mame., | Delivered b | Expires |
= ¥PM Configuration File
B gy, proxicast, com SecureTrusk CA 05-20-2015
= Windows Personal Certificate Store
{1IFE748E-CAGF-4781-9C11-... {l1FS748E-CAGF-... 10-25-2012
Wiew Certificate, ., | Import Certificate, .. |
& Mare PEI Options. ..
Q | WP Client ready | |

Once the certificate is selected, the button "View Certificate" allows to view the details of the
certificate.

View Certificate 2lx|
ceneral Defails ICertificatiDn Path |
Show: | <all» =]
Field | Walue -
Eh‘ersion W3
[Flserial number Shee 16 a0 63 d3 93 35 91 Te..,
ESignature algorithm shalRsSA
Issuer SecureTrust CA, SecureTrusk ..
E\-‘alid from Sunday, August 19, 2012 11;,.,
Elvalid to Thursday, August 20, 2015 12..,
Subject S

ect st, LLC, US, Penn
[Elpublic key RS4 (2048 Bits) |

0 = Proxicast, LLC
C=U5

S = Pennsylvania

L = Glenshaw

TN = wen, proxicast, com

EditProperties...l Copy to File, .. |

Note: Once the certificate is selected, the Phase 1 type of Local ID will automatically switch to

"Subject X509" (aka DER ASN1 DN), and the certificate subject is used as the default value of this
"Local ID".
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6.9.3. PKI Certificate Options

The Proxicast IPsec VPN Client offers many possibilities to define the certificate to use, as well as
smart cards or tokens.

=i Proxicast ¥PN Client i x|

Dptions

Yigw I General PKI Options |Language|

Certificate Check

[ Check gateway certificate {signature and CRL)
W Certs of Gateway and Client are issued by different Ca
[ Cnly use authentication certificate

(Key usage contains "digitalSignature” attribute)

Certificate Access

[ Farce PKCS#11 inkerface usage

[ Use the first certificate Found

Token/SmartCard Reader choice

& Use the koken or 5C reader configured in the VPR Config,
" Use the first koken or SC reader found on this computer

™ Use the token or 5C reader configured in vpnconf.ini fils

(o] 4 I Cancel |

Check Gateway Certificate This option forces the VPN Client to check the certificate of
the VPN gateway during the opening of the tunnel.

The certificate expiration date is checked, as well as the
signature of certificates in the certification chain and the
associated CRL (certificate not revoked).

Gateway and Client certificate If the VPN Client and Gateway use certificates from a
issued by different CA different CA, this box must be checked (it allows the VPN
Client to adapt the opening protocol of the VPN tunnel)

Only use authentication certificate | When this option is checked, only the "Authentication”
Certificate type (i.e. "Key Usage" is "Digital signature™) are
taken into account by the VPN Client. (2)

Force PKCS#11 The VPN Client can manage PKCS11 and CSP readers.
When this option is checked, the VPN Client takes into
account PKCS11 readers and Tokens.

First Certificate found When this option is checked, the VPN Client uses the first
certificate found on the specified smart card or token,
regardless of the subject of the certificate that may be
configured in the Local ID field of the Phase 1 "Advanced" tab
involved.

Use VPN Configuration Smart Card or Tokens readers used are stored in the VPN
onfiguration. The VPN Client favors readers or Token
specified in the VPN Configuration file.

Use first reader found The VPN Client uses the first Smart Card reader or Token
found on the computer to search for a certificate.
Use VpnConf.ini The VPN Client favors the configuration file vpnconf.ini to

consider smart card readers or tokens to be used.
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6.9.4. Import a Certificate

The Proxicast IPsec VPN Client can import certificates in the VPN security policy with PEM or
PKCS12 format. The advantage of this solution, less secure than using the Windows certificate store
or a smart card, is to enable the easy and fast deployment of certificates.

1. Inthe "Certificates" tab of a Phase 2, click on "Import a Certificate..."

2. Select "PEM Format" or “P12 Format”

3. Select ("Browse") root certificates, user and private key to import Note: The file with the
private key must not be encrypted.

4. Validate

6.9.5. Using Windows Certificate Store
For a certificate of Windows Certificate Store to be identified by the VPN Client, it must meet the
following specifications:

Note: To manage certificates in the Windows Certificate Store, Microsoft offers a standard
management tool "certmgr.msc." To run this tool, go to the Windows menu "Start," then in the "Search
programs and files", enter "certmgr.msc."

6.9.6. Use a VPN Tunnel with a Certificate from a Smart Card
When a VPN tunnel is configured to use a certificate stored on smart card or token, a PIN code to
access to the smart card is required to the user when tunnel opens.

If the smart card is not inserted, or if the token is not available, the tunnel does not open.

If the certificate does not fulfill the required conditions (see "Rules for certificate ("PKI Options" tab)"),
the tunnel does not open. If the PIN code entered is incorrect, the VPN Client notifies the user that
has 3 consecutive attempts before locking out the Smart Card.

The VPN Client implements a mechanism for automatically detecting the insertion of a smart card.
Thus, the tunnels associated with the certificate contained on the smart card are opened
automatically upon inserting the Smart Card. Conversely, removal of the smart card automatically
closes all associated tunnels.

This functionality is achieved by checking the option "Open tunnel automatically when the USB drive
is inserted" (see chapter "IPsec Advanced").
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7. Deployment

7.1. Embedded VPN Configuration

A VPN Configuration ".tgb" file embedded within the IPSec VPN Client Setup (unzipped) is
automatically imported by the IPSec VPN Client during software installation.

To create a setup with a VPN Configuration:

1. Create the VPN Configuration that needs to be embedded into the Setup. This step must be
processed from a formerly installed IPSec VPN Client, from which the VPN Configuration is
exported (e.g. "myconfig.tgh™).

2. Create a silent installation, or simply unzip the IPSec VPN Client Setup.

3. Add the VPN Configuration (e.g. "myconfig.tgb") file into the unzipped setup directory.

4. Deploy the package to the user (the VPN Configuration will be used during the setup)

Important note: the Setup cannot import and use an encrypted (protected) VPN Configuration. When

creating your VPN Configuration, make sure it is exported without being encrypted (without being
protected with a password).

7.2. Setup Options

7.2.1. Setup option overview

Several options are available with the IPSec VPN Client Setup:

1. Configuration of the GUI mode: 'full', 'user' or 'hidden'.

2. Protection of the GUI mode Access Control with a password.

3. Configuration of the Systray menu items.

4. Other options for Software Start, License Number, Auto Software Activation, no trial
windows, languages and Activation email.

Syntax example:
Proxicast_VPNClient_Setup.exe /S --license=0123456789ABCDEF0123
--start=1 --activmail=smith@smith.com

7.2.2. Setup option for GUI mode

Syntax: ——guidefs=full Juser|hidden
Enables the GUI appearance when the IPSec VPN Client starts.

“Ful I": [Default] The Configuration Panel is displayed.

"user": The Connection Panel is displayed.

"hidden": Both VPN Configuration Panel and Connection Panel are not displayed. Only the systray
menu can be opened. Tunnels can be opened from the systray menu.
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7.2.3. Setup option for GUI mode access control

Syntax: —-password=mypwd
Controls access to the VPN GUI with a password.

The user will be asked for the password:

- When the user clicks or double-clicks on the VPN systray icon
- When the user wants to switch from the Connection Panel to the Configuration Panel.

Proxicast ¥PN Client : x|

Access Control

"Eﬁ Please enter wour password bo open the YPMN
{f Configuration Panel,

Passwiord:

0] 4 |

Example: ——guidefs=user --password=adminOl
These 2 options enable the GUI to be locked in "Connection Panel" mode only, while access to the
Configuration Panel is protected with a password.

7.2.4. Setup option for systray menu items

Syntax: ——menuitem=[0...31]
Specifies the items of the systray menu that the IT manager wants to keep.

The value is a 'bitfield: 1 = Quit, 2 = Connection panel, 4 =Console, 8 =Save&Apply,
16 = Configuration panel, Default is 31: All menus.

Example: ——menu i tem=>5 will configure a systray menu with the items: Quit + Console.

Note 1: the tunnels are always shown in the systray menu, and can always be opened and closed
from this systray menu.

Note 2: "menuitem” and "guidefs=hidden®”.

By default, guidefs=hidden sets the systray menu item list to Quit + Console. (The items 'Save &
Apply' and 'Connection Panel' are not visible). However the use of "menuitem® overrides
"guidefs”.

That means the following: "—--guidefs=hidden --menuitem=1" will set a systray menu with
only the 'Quit" item.
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7.2.5. Other Setup options

Here are the other installation parameters for the setup command line:

Syntax: --license=[license_number]
Configures the license number. The License Number is a set of 24 hexadecimal characters. Old
License Numbers might be 20 hexadecimal characters.

Syntax: —-start==[1]2] 3]
Configures the start mode for the VPN Client: after the logon windows [1], during the
boot [3], or manually [2]. Default is [1]-

Syntax: ——activmail=[activation_email]
Define the email address used for activation confirmation. During the activation process, the edit box
used for entering this email will be disabled

Syntax: ——autoactiv=1

In case of software upgrade (i.e. license number and activation email have already been entered in
previous installation) and --autoactiv=1 option is added, the software will try to activate software
automatically when starting if network is available or when requesting to open a tunnel if network was
not available at startup.

Syntax: ——noactivwin=1

No display of the ‘Trial window’ once software started until trial period ends. User doesn’t know he is
in trial period and software will be disabled at the end of trial period. It means that if the user tries to
launch the software after the end of trial period, the software will start and open the ‘Trial window’ but
the ‘Evaluate’ button will be disabled.

Syntax: ——lang=[ language code]

This option specifies the language for the The Proxicast IPSec VPN Client software and installation
software. Available languages are listed below.

ISO 639-2 code | Language code |English name

1033 (default)  English
1036 French
1034 Spanish
2070 Portuguese
1031 German
1043 Dutch
1040 Italian
2052 Chinese simplified
1060 Slovenian
1055 Turkish
1045 Polish
1032 Greek
1049 Russian
1041 Japanese
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1035 Finnish
2074 Serbian
1054 Thai
1025 Arabic
1030 Danish
1029 Czech
1038 Hungarian
“ 1044 Norwegian
1065 Persian
KO 1042 Korean
Example

Proxi cést_VPNCI ient _Setup.exe /S --license=0123456789ABCDEF0123
--start=1 --activmail=smith@smith.com

7.3. Command Line Options

7.3.1. Command line options

Several command line options are available. They are meant to be used by IT managers to adapt the
IPSec VPN Client behavior to their needs and to help integration with other applications.

- Stopping IPSec VPN Client
- Importing or Exporting VPN Configuration
- Opening or Closing VPN tunnels

7.3.2. Stopping IPSec VPN Client: option "/stop"

The Proxicast VPN Client can be stopped at any time by the command line:
" [path]\vpnconf.exe /stop "where [path] isthe IPSec VPN Client installation directory.
If there active tunnels, they will close properly.

This feature can be used, for example, in a script that launches the VPN Client after establishing a
dialup connection and exits just before the disconnection.

7.3.3. Import or Export VPN Configuration options

The Proxicast VPN Client can import a specific configuration file by the command line:

" [path]\vpnconf.exe Zimport:[Ffile.tgb] "where [path] isthe VPN Client
installation directory, and [ i le.tgb] is the VPN Configuration file. This command doesn't handle
relative paths (e.g. "..\..\file.tgh"). Double-quotes are supported allowing paths containing spaces.

Proxicast IPSec VPN Client - User Guide



Proxicast 46

" /import: " may be used either if the VPN Client is running or not. When the VPN Client is already

running, it imports dynamically the new configuration and automatically applies it (i-e: restarts the IKE
service). If the VPN Client is not running, it is launched with the new configuration.

" /importonce: "imports a VPN configuration file without running the VPN Client. This command
is especially useful in installation scripts: it allows a silent installation and importing a configuration
automatically.

" /export: " exports the current VPN Configuration (including certificates) in the specified file. This
command starts the VPN Client if it is not already running.

" /exportonce: " exports the current VPN Configuration (including Certificates) in the specified file.
This command doesn't start the VPN Client if it is not running already.

" /add: "imports a new VPN Configuration into an existing VPN Configuration and merges both into
a single VPN Configuration. This command line option may be used either if the VPN Client is running
or not. This command doesn't start the VPN Client if it is not running already.

" /pwd: [password]" sets a password for import operations. This option must be used together
with the /import or /importonce options.
All 5 arguments "Import", "importonce", "export","
exclusive and cannot be used together.

exportonce" and "add" are mutually

7.3.4. Opening or closing VPN Tunnel options

The Proxicast VPN Client can open or close a VPN tunnel from the command line. Both command
line options can be invoked while The Proxicast IPSec VPN Client is running:

" [path]\vpnconf.exe /open:[phasel-phase2] "where [path] isthe VPN Client
installation directory, and [phasel-phase2] are the Phasel and the Phase2 names in the VPN
Configuration file. This command doesn't handle relative paths (e.g. "..\..\file.tgh"). Double-quotes are
supported allowing paths containing spaces.

If the specified tunnel is already open, this command line has no effect.

" [path]\vpnconf.exe /close:[phasel-phase2] "where [path] isthe VPN Client
installation directory, and [ phasel-phase2] are the Phasel and the Phase2 names in the VPN
Configuration file. This command doesn't handle relative paths (e.g. "..\..\file.tgh"). Double-quotes are
supported allowing paths containing spaces.

If specified tunnel is already closed, this command line has no effect.

Both arguments "open” and "close" are mutually exclusive and cannot be used together.
Restriction note:

- Execution of these command line options will open the Software Graphical User Interface (GUI).
This restriction will be removed in further software release.
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8. Console and Logs

47

The 'Console’ window is available from the context menu of the systray icon or from '‘Console’ button
in the Configuration Panel. This window can be used to analyze VPN tunnels. This tool is particularly
useful for IT managers in setting up their network and troubleshooting connection issues.

—

53 YPN Console ACTIVE

Save I Stop | Clear | Reset IKE |

=10l x|

20130209 19:45:11:437 Default (54 LAN_Cel-P1) SEND phase 1 Main Mode [SA] [WID] [VID] [YID] [ID] [WID]
20130209 19:45:11:437 Default transport_send_messages: giving up on message D0CFASZE

20130209 19:45:51:484 Default (54 LAN_Cel-P1) SEND phase 1 Main Mode [SA] [WID] [VID] [VID] [VID] [%ID]
20130209 19:45:56:500 Defaulk {54 LAN_Cel-P1) SEND phase 1 Main Mode [5A] [WID] [VID] [VID] [WID] [WID]
20130209 19:49:01:500 Default (54 LAN_Cel-P1) SEND phase 1 Main Mode [SA] [WID] [VID] [VID] [WID] [WID]
20130209 19:49:01:500 Default transport_send_messages: giving up on message 00C7ASZE

20130209 19:54:13:468 Default (54 LAN_Cel-P1) SEND phase 1 Main Mode [SA] [WID] [VID] [WID] [WID] [WID]

[

20130209 19:54:13: 750 Default (54 LAN_Cell-P1) RECY phase 1 Main Made [S4] [vID] [VID]

20130209 19:54:13:765 Default (54 LAN_Cel-P1) SEND phase 1 Main Mode [KEY_EXCH] [MONCE]

20130209 19:54:14:031 Default (54 LAN_Cell-P1) RECY phase 1 Main Mode [KEY_E%cH] [NONCE]

20130209 19:54:14:046 Default (54 LAN_Cell-P1) SEND phase 1 Main Made [HasH] [ID] [NOTIFY]

20130209 19:54:14:156 Default (SA LAN_Cel-P1) RECY phase 1 Main Made [HasH] [ID] [MOTIFY]

20130209 19:54:14: 156 Default phase 1 done: initiator id 192,168.0.33, responder id 75,216,223, 100

20130209 19:54:14: 156 Default (54 LAN_Cel-Tunnel-P2) SEMD phase 2 Quick Made [HASH] [34] [NONCE] [I0] [ID]
20130209 19:54:14:265 Default (54 LAN_Cell-Tunnel-P2) RECY phase 2 Quick Mode [HASH] [54] [MOMCE] [10] [ID]
20130209 19:54:14: 265 Defaulk (54 LAN_Cell-Tunnel-P2) SEMD phase 2 Quick Mode [HASH]

20130209 19:54:43:343 Default (54 LAN_Cell-P1) SEND Infarmational [HASH] [NOTIFY] type DPD_R_U_THERE
20130209 19:54:44:421 Default (54 LAN_Cell-P1) RECY Informational [HASH] [NOTIFY] type DPD_R_U_THERE_ACK
20130209 19:55:14:531 Default (54 LAN_Cel-P1) SEND Informational [HASH] [MOTIFY] kype DPD_R_U_THERE
20130209 19:55:14:640 Default (54 LAN_Cell-P1) RECY Informational [HASH] [NOTIFY] type DPD_R_U_THERE_ACK
20130209 19:55:44:640 Default (54 LAN_Cell-P1) SEND Informational [HASH] [NOTIFY] type DPD_R_LJ_THERE
20130209 19:55:44: 765 Default (54 LAN_Cell-P1) RECY Infarmational [H&SH] [NOTIFY] type DPD_R_U_THERE_ACK
20130209 19:56:14: 765 Default (54 LAN_Cell-P1) SEND Informational [HASH] [NOTIFY] bype DPD_R__THERE
20130209 19:56:16:593 Default (54 LAN_Cel-P1) RECY Informational [HASH] [MOTIFY] kype DPD_R_U_THERE _ACK
20130209 19:56:46:640 Default (54 LAN_Cell-P1) SEND Informational [HASH] [NOTIFY] type DPD_R_J_THERE
20130209 19:56:47:281 Defaulk {54 LAN_Cell-P1) RECY Informational [HASH] [MNOTIFY] bype DPD_R_J_THERE_ACK
20130209 19:57:17:261 Default {54 LAN_Cel-P1) SEND Infarmational [HASH] [NOTIFY] type DPD_R_U_THERE
20130209 19:57:15:015 Default (54 LAN_Cell-P1) RECY Informational [HASH] [NOTIFY] type DPD_R_U_THERE_ACK
20130209 19:57:458:015 Default (54 LAN_Cel-P1) SEND Informational [HASH] [MOTIFY] kype DPD_R_U_THERE —
20130209 19:57:45:523 Default (54 LAN_Cell-P1) RECY Informational [HASH] [NOTIFY] type DPD_R_U_THERE_ACK -

|Current lime: 2 Maz, lines: 10000

Button Description

Save Save current logs in a file. Future logs won't be saved in the selected
file.

Start/Stop Start/Stop collecting logs.

Clear Clear console window content

Reset IKE Restart IKE process.
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9. Contacts

Online Web Support

Please refer to support.proxicast.com for additional support documentation and access to our
Knowledgebase which contains many resources such as.TechNotes, Frequently Asked Questions,
sample configurations and software updates.

E-Mail Support
Support E-mail: support@proxicast.com

Please provide the following information when you contact customer support:
« Software version number
e Operating system
« Brief description of the problem and the steps you've taken to try to solve it

Corporate Headquarters (Worldwide Customer Support)
* Sales E-mail: sales@proxicast.com
e Telephone: 877-777-7694 (412-213-0018)
e Fax: 412-492-9386
* Web Site: www.proxicast.com, support.proxicast.com
* Regular Mail:
Proxicast, LLC
312 Sunnyfield Drive, Suite 200
Glenshaw, PA 15116-1936
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